@ LG

tOpen_Chain-KWGlmeeting] - | : .
LGHXE X & 2ot 22 %] 7|4
QEAAHOLHZE BE F4 A AN

STLE LR

Cyber Security Goverhanée Office’
CTO Software Engineering Lab.

IC')IIH% xHol

i = |



Agenda

- LGHX} Cybersecurity 2] | 274

ISO/IEC 18974 BE £4 43 1%

* Motivation
© 2R TG YBEA

Summary & Discussion

@ LG



@ LG

1. LG X} Cybersecurity £t2] X|AH| &7}

= LG-SDL (Secure Development Lifecycle) g Jjj&r 4l 2
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Code X-Ray LX)
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Implementation
Secure Coding & Hardening

Security Testing
Static & Dynamic Analysis
Open Source Vulnerability Analysis

Security Architecture

Threat Modeling & Risk Assessment
Architecture Design

Security Review & Assessment

LGE Product Security Certification

Securi ty Re qu Irement Global Cybersecurity Certification
Product Security Level Determination

Security Requirement Analysis

Secure by Design
Maintenance

LG PSRT, Bug Bounty

Cybersecurity Readiness Periodic Security Testing

Cybersecurity Training
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=~ LGE Product Security Response Team (LG PSRT),
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Response Process Security Bulletins

o
o
.|

Security Reporting

Keep your LG products

Welcome to LG Product
Security Response Center

At LG Electronics, we take security vulnerabilities seriously,

and encourage you to report any security issues to us.

EXPLORE VvV

https://Igsecurity.lge.com

secure
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Rewards Program

English ~
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Response Process

Security Bulletins
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Security Reporting
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Rewards Program
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== CVE Numbering Authority (CNA) | ‘
= 202117 CNAR S & -CVE T 52 HTHS O|8510{ CVEIDE LF

JXCVE-2022-23729 Detail

Current Description

+View Analysis Description

Sevye ri ty CVSS Version 3.x

CVSS 3.x Severity and Metrics:

NIST: NVD Base Score:
| [ramen]

S:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H
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=- Bug Bounty Program 2% | |
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Security Vulnerability
Analysis and Assessment

External Reporter LG PSRT

Bug Bounty .
P Document Submission Security Patch
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Motivation
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= Acceptance X} : 04/07

April 28
LG Recognized as Industry’s First for Compliance

With Open Source Software Security
Management

Receiving Certification for ISO/IEC DIS 18974 Compliance, Company
Aims to Strengthen Competitiveness of Its Software-Based Businesses

@LG (CHOPENCHAIN
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3x} Online Self-Certification Checklist 7|52 | 35H=
= Comment '8 CHSE|= ZYXR H FH|

lements of a quality Security Assurance Program in the context of using Open Source Software. It focuses on a natrow subset of primary concern:

— OpenChain Security Assurance Self-Certification §tl ab vlncrability reports, and so on.

ISO/IEC DIS 18974 Self-Certification Checklist L BB o o oo provie oriepen o thic-pary Our pathisse-

Srything. vou are self-certified. If you answer "no" to some items, you know where to invest further time to build a quality program.

and we provide

Section 3.1.1

swebinars, our group calls and our regional work groups to discuss challenges with your peers and in your native language. You can get started here:

[estions. We provide support for free. The OpenChain Project is funded by our Platinum Members and is designed to help support the global supply

OPENCHAIN @ LG Electronics e i Jaewwook g Blge.com Submission Date 2023-MAR-29

Hojin Lee veritas lee@lge.com

Comment

sm Participants an

for each Program

Version 1.1

th current comp Organization LG Electronics
th current cor )d

Respondent Jaewook Jung / Hojin Lee

‘Comment

Email jaewook.jung@lge.com / veritas.| ge. § of the Program.

Date of Submission 2023-MAR-29
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= Timeline

January | March 29 April 07 - April 21 ,
ISO/IEC 18974 R A5t 5H= Openchain®ff EtHA X| = . Accept Letter =~ OpenChain Z4|0| X| &
B4 A|X ' AHEAE &9 54 Announce

LGHX}, QB4 A AT ES0] HOH|AH SHBEE FE4

OPENCHAIN

@ LGHx




2. ISO/IEC 18974 EE -F 4 28 1

7)) A=

Section 3.1.2

Requirement

We have identified the roles and responsibilities that affect the performance and effectiveness of the Program
(202 gt} & 8 40 FFS O X|& RERS AE&HCH

We have identified and documented the competencies required for each role
(2 g0l LR Azg AEstn 2AstAYC

We have identified and documented a list of Program Participants and how they fill their respective roles
(Z202 PR B 23} 2xfo| ofatg Saots WS Aot 2ABH& YT

We have documented the assessed competence for each Program Participant

(2 Z2 34 IR Chf BOHE g EMeRE LD

We have a way to document periodic reviews and changes made to our processes

(1R HE Y T2H|L 1 AL BMSISHE WS 2D BT

We have a way to verify that our processes align with current company best practices and staff assignments
(P2} ZRN|AT} T ZAte] 2t AR U K ofBat YX|SHEX|S AS T WiEe 22 AU
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» ¥ = Security Training (in LG-SDL)
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No. Requirement &
We have a method to identify structural and technical threats to the Supplied Software
(R FT Uy 2EEQ ool chet PEH U 2|2 H APS AET 4 Qs Y 2D A UCh
We have a method for detecting existence of Known Vulnerabilities in Supplied Software

(LI 33 Oy ATEY0] L YT HPHS YRIBHE YA 2T B

We have a method for following up on identified Known Vulnerabilities

L2/ AT 2217 HOPYSO i F4 FX| 4 2T UsUTH

We have a method to communicate identified Known Vulnerabilities to customer base when warranted

(QEIS AHE HPYES TP HYAEE 4 Ol 2 2T Uz

We have a method for analyzing Supplied Software for newly published Known Vulnerabilities post release of the Supplied Software

(S8 Uiy 2ZEQ £A F ME A A 2T HPEol Hish 52 HiY 2ZEYAE EMot= YHS #L UsHH)

We have a method for continuous and repeated Security Testing is applied for all Supplied Software before release
(BMH2E S8 e 2ZEH o] st X|£Xo| 2 Bt=XQl HOtH|AE S ME5t= S A AFHH)

We have a method to verify that identified risks will have been addressed before release of Supplied Software
(S8 Hd 2ZE o] 24| T AEH #HO| s BEHA=X] &2lot= Ya ZL ASHH)

We have a method to export information about identified risks to third parties as appropriate
(A 917 2R 2 E R3xio| | HHSP YEUE Wi 22 auh
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No.

No.

Requirement

We have a method to allow third parties to make Known Vulnerability or Newly Discovered Vulnerability enquires
(e.g., via an email address or web portal that is monitored by Program Participants)
(HIBXF2F LT FH L= ME LA FHE0 sl 22ot== of= YuS
(e.g. OIHIY or Z2 7 FHIMXPPF EHEF o= ¢ X2 55 S0H))

We have an internal documented procedure for responding to third party Known Vulnerability or Newly Discovered

Vulnerability inquiries

(EFARS) 2r2fTl F{OPY e M2 AT FHOPH 2|0 STHopy| 95t RS L X}

Requirement

We have identified and documented the competencies required for each role
(2 gl LRt H2ke AEstn EAsAYCH

We have documented the assessed competence for each Program Participant

(2 T2 SR chel I oS EMSHUELICH

- 102 «

We have ensured expertise available is to address identified Known Vulnerabilities

(NEE AT HOPYS BT ABY 4+ U HE K4S HEYSCH

Hord B 29o)/0g/A5

v" Section 3.1.5
v’ Section 3.2.1

Security Training Program

v" Section 3.1.2
v’ Section 3.2.2

10
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No. Requirement

= \We have a way to verify that our processes align with current company best practices and staff assignments

O e A= Mt =X ol=x
(RUL ZRAAI} SR 2| B M| L X BT AXSHEX|S AFHE Y 22 UBU) oo Al
= ZFAF(Audit)
= We have Erall i::‘t ofE metric;s to m:aSL:re ProEngam perforrlnance v Section 3.1.2
o= =X5}7| 2|5t H|E& M| EJ}olA .
( daE | AT HESY NEJF AEHS) v Section 3.2.4

Section 3.1.4

= We have Documented Evidence from each review, update, or audit to demonstrate continuous improvement.
(RI&H0l Hitg US| s, 2RUBO|E/2A ATt SO RLE T2 H SN 5718 IR YgYTh
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No. Requirement

= We have a written statement clearly defining the scope and limits of the Program
(Fele 2272 HRAk oS =5 Joftts T=ME 2 ASHH)

Section 3.1.4

No. Requirement

= We have ensured the identified Program roles have been properly staffed and adequate funding has been provided
(A8 T2 134 ool TP X glo] BiX|S| 1 HE5H X} 20| HBE QX Lol

T2e 12 120 = LAad

Section 3.2.2

= We have a documented procedure that assigns internal responsibilities for Security Assurance
(2ot 230 tigt Ui MU S BFots M BXPF A5HS)

12



3. Summary & Discussion

ISO/IEC
18974
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Thank you !



