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Open Source Compliance in the Enterprise

Chapter 12

EVALUATING SOURCE CODE SCANNING TOOLS

There are a number of companies providing open source compliance tools
and services. The question of what tool is best for a specific usage model
and environment always comes up. Hence, this chapter that presents

a number of metrics that we recommend you consider when evaluating
multiple source code scanning and identification tools.

KNOWLEDGE BASE

Size of the Knowledge Base

This database stores information about open source software. The larger
the database is the more open source code you will be able to identify.

Frequency of Updates to the Knowledge Base

Compliance service and tools providers update their databases on a regular
basis. Some companies do the update three or four times per year, other
companies do it on at much higher frequency (up to daily). Ideally, you
would want to have the largest and most updated database to increase
your chances identifying newly created open source code.

DETECTION CAPABILITIES

Ability to Identify Source Code Snippets

This capability is one of the most critical features that a source code
scanner should have. When developers copy open source code into your
code base, they do so in two ways: whole components and snippets.
Copying a whole component is similar to downloading for example zlib
and adding it into your internal git repository, compiling it, and linking
other code into the produced zlib library. Now, the hard problem here is to
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