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NVD REST API

Q Vulnerability M= -= 01 NVD Rest API (2.0 APl)E E3l| Data F&st0] YC|0|E

Q Vulnerability Score= CVSS v3 Base Score 7| S22 H7|
(v3 Score7} = AL CVSS v2 Base Score L4 #7])
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In September 2023, the NVD plans to retire all legacy data feeds while guiding any remaining data feed users to updated application-programming interfaces (APIs). APIs have many
benefits over data feeds and have been the proven and preferred approach to web-based automation for over a decade. For additional information on the NVD API, please visit the
developers pages. Click here for more information on the NVD timeline.
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fulnerability @ N ) . i .
()] 8@ demo.fosslight.org/vulnerability/vulnpopup?ossName=spring_framework&ossVersion=2.5.0
U .
& » FOSSLight
(@) v1.6.0 0SS Name | spring framew, 0SS Name Version Score - CVEID Modified Date
= 3301 v| R
CVEIC E =|a x = |Q x|=|Q x| =|@Q x| =|Q x
E & Admin Logout
(@) r 0 A
1 spring_framework 2.5.0 74 CVE-2011-2730 2017-08-09
o ———— | Bxport
o. Statistics 2 | spring_framework 2.5.0 6.0 CVE-2010-1622 2023-02-13
(V)
v 055 3 | spring_framework 2.5.0 5.0 CVE-2009-1190 2018-10-30 Wendog
= License List
o ~ |Q ~ | a X
(V)]
c 0SS List 1 | spring_framework springsource
(V]
o 2 | spring_framework pivotal_software
" Project List 3 | spring_framework springsource
E 4 | spring_framework springsource
) 3rd Party List )
b 5 | spring_framework springsource
O
. 6 | spring_framework springsource
Q Binary DB B — prind
Ll 7  spring_framework springsource
9 Vulnerability 8 | spring_framework p » springsource
9 | spring_framework Page | 1 of 1 200 v Total : 3 | pringsource
Self-Check List 10 | spring_framework 1 71y Springsource
11 | spring_framework 2.5.0 A springsource
Configuration
12 | spring_framework 2.5.1 A springsource
System 13 | spring_framework 2.5.2 A springsource
14 | spring_framework 2.5.3 A springsource
Code management 15 | spring_framework 2.5.4 A springsource
User management Page | 1 of 14 » »1| 15V View 1 - 15 of 209
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= ID ReferenceD 0SS Name 0SS Version License Download Location Homepage Copyright Text Vg!:'_lera Restriction 2:"“:
) ility Notify = Source ed
(7]
c @ ~ | @ ~ |& ~ | € ~ | @ ~ | @ =&
o ~ (@ ‘x ’ aQ ‘x (@] X QU ‘x ’ aQ ‘x ‘ (@] x [== 14 X
o
(@) 1 BIN pm2 3.5.2 AGPL-3.0 https://www.npmjs.com, https://www.npn Copyright () 2013 the PM2 project Copy & i) ®
(7))
= 1 3rd Apache Ant 1.6.5 Apache-2.0 http://archive.apache.or| http://ant.apache A &
c
e 2 3rd Linux Kernel 2.6.28 GPL-2.0 https://www.kernel.org/| https://www.kerr copyright (C) 1997-2014 by The Linux Ke A 8 i
)
3 3 3rd Microsoft-tslib 1.9.0 Apache-2.0 https://github.com/Micr¢ https://www.npni Copyright (c) Microsoft Corporation. i3]
w .
O 2 BIN askalono Apache-2.0 https://github.com/jpedt https://github.coi Copyright (c) 2018 Amazon.com, Inc. or if e d
~ 1 SRC caniuse-lite 1.0.30001037 CC-BY-4.0 https://www.npmjs.com, https://www.npn i
3 BIN error_prone_annotations 2.7.1 Apache-2.0 https://mvnrepository.co https://mvnrepos Copyright (c) 2015-2017 The Error Prone &
24 SRC httptools 0.1.1 MIT https://pypi.org/project/| https://github.coi Copyright (c) 2015 MagicStack Inc. http:/| jiea
31 SRC log4j 1.2.8 Apache-1.1 http://archive.apache.ori http://logqging.ap: Copyright (c) 2000-2002 Apache Softwarg A %
4 3rd pulseaudio 10.99.1 LGPL-2.1,GPL-2.0 https://freedesktop.ora/¢ http://www.pulse Copyright 2004-2006 Lennart Poettering & iy
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Security®

slol 7Hs

— —
O T2HE HAIZ2E @QE AAO| HOMF|HH ZES CVE IDEE =€
—_— e —| o —_t B = e R = =
O D, Project Name (Version) Status| 7 Identification Packaging Download 7] Security V::Ega Distribution Type Division Creator Created Date = Updated Date Reviewer I:?;ir:::ia;n
O 499 newOne Q [ Start | General Model SW Lab Admin 2023-05-08 2023-05-08
(| 498 | mytestproject12345 ® BR SEC A | General Model SW Lab Admin 2023-05-03 2023-05-03 | Admin
O| 497 | cdh_test ® BRBS SEC A | General Model SW Lab Admin 2023-04-25 2023-04-25 | Admin
O] 4% | txxt (P \ General Model SW Lab ARt 2023-04-21 2023-04-21
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0ss cvss Published Vulnerability Vulnerabilty
OSS Name Version CYEID SCORE Date Resolution Link
~ |Q X |~ |Q |x|~ |Q X |~ |Q X~ |Q X |~ |Q X |~ |Q X
Protocol Buffers CVE-2015-5237 8.8 2017-09-25 Unresolved https://nvd.nist.gov/vuln/detail
Protocol Buffers CVE-2021-3121 8.6 2021-01-11 Unresolved hitps://nvd.nist.gov/vuln/detail
SnakeYAML CVE-2022-1471 9.8 2022-12-01 Unresolved https://nvd.nist.gov/vuln/detail/
Spring Framework 5.3.1 CVE-2016-1000027 9.8 020-01-02 Unresolved hitps://nvd.nist.gov/vuln/detail
Spring Framework 5.3.1 CVE-2022-22965 |9.8 2022-04-01 Unresolved https://nvd.nist. gov/vuln/detail/
Spring Framework 4.3.30 2020-01-02 Unresolved https://nvd.nist.gov/vuln/detail
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0 CVE ID'H NVD API S3fl i 2 HE =3
= CVSS Score, Published Date, NVD URL
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~ | Q X |~ |Q [xf~ |Q X |~ X X ~ 2 xfi~ Q x~ |Q X
Protocol Buffers CVE-2015-5237 8.8 2017-09-25 Unresolved https://nvd.nist.gov/vuln/detail
Protocol Buffers CVE-2021-3121 8.6 2021-01-11 JUnresolved hitps://nvd.nist. gov/vuln/detail
SnakeYAML 1.27 CVE-2022-1471 |9.8 2022-12-01 Unresolved https://nvd.nist.gov/vyln/detail)
Spring Framework 5.3.1 CVE-2016-1000027 9.8 0-01-02 Unresolved hitps://nvd.nist. gov/vuln/detail)
Spring Framework 5.3.1 CVE-2022-22965 9.8 2022-04-01 Unresolved https://nvd.nist.gov/vuln/detail
Spring Framework 4.3.30 CVE-2016-1000027 9.8 2020-01-02 Unresolved hitps://nvd.nist.gov/vuln/detail
Spring Framework 4.3.30 CVE-2022-22965 |9.8 2022-04-01 Unresolved hitps://nvd.nist.gov/vuln/detail
Spring Framework 4.3.19 CVE-2016-1000027 9.8 2020-01-02 Unresolved hitps://nvd.nist.gov/vuln/detail
Spring Framework 4.3.19 CVE-2022-22965 | 9.8 2022-04-01 Unresolved https://nvd.nist.gov/vuln/detail
hazelcast 5.1 CVE-2022-0265 9.8 2022-03-03 Unresolved https://nvd.nist. gov/vuln/detail




Security®™ — Vulnerability Resolution

 Vulnerability Resolution
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o5 e R - T e
~ | Q X |~ L |X |~ 2 X |~ X X ~ 2 xf ~ X xf~ |Q X
Protocol Buffers CVE-2015-5237 8.8 2017-09-25 Unresolved https://nvd.nist.gov/vuln/detail
Protocol Buffers CVE-2021-3121 8.6 2021-01-11 Unresolved hitps://nvd.nist.gov/vuln/detail
SnakeYAML 1.27 CVE-2022-1471 | 9.8 Unresolved https://nvd.nist.gov/vuln/detail/
Spring Framework 5.3.1 CVE-2016-1000027 9.8 Unresolved hitps://nvd.nist. gov/vuln/detail
Spring Framework 5.3.1 CVE-2022-22965 | 9.8 2022-04 Unresolved https://nvd.nist. gov/vuln/detail
Spring Framework 4.3.30 CVE-2016-1000027 9.8 2020-01-02 Unresolved hitps://nvd.nist.gov/vuln/detail
Spring Framework 4.3.30 CVE-2022-22965 | 9.8 22-04 Unresolved hitps://nvd.nist.gov/vuln/detail
Spring Framework 4.3.19 CVE-2016-1000027 9.8 2020-01-02 Unresolved hitps://nvd.nist.gov/vuln/detail
Spring Framework 4.3.19 CVE-2022-22965 9.8 2022-04-01 Unresolved https://nvd.nist.gov/vuln/detail
hazelcast 5.1 CVE-2022-0265 9.8 2022-03-03 Unresolved https://nvd.nist.gov/vuln/detail




Security®™ — Vulnerability Resolution

Q Vulnerability Resolutiondi| [LtE Tab
= Fixed : Total 55 5, Vulnerability ResolutionO| 'Fixed' 2 &=l CVE ID S-St =91 7t5
= Not Fixed : Total 5= 5, Vulnerability ResolutionO| ‘Fixed' 7t OF=l CVE ID = 7ts
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oss - S ——
Q X |~ |Q |x|~ |Q X |~ |Q X ~ 2 xf~ Q xf~ |Q X

Protocol Buffers CVE-2015-5237 8.8 2017-09-25 Une d https://nvd.nist.gov/vuln/detail
Protocol Buffers CVE-2021-3121 8.6 21-01-1 Jnresolved https://nvd.nist.gov/vuln/detail
SnakeYAML 27 CVE-2022-1471 9.8 22 ed https://nvd.nist. gov/vuln/detail/
Spring Framework 5.3 CVE-2016-1000027 9.8 -01-( Unresolved hitps://nvd.nist. gov/vuln/detail
Spring Framework 5.3 CVE-2022-22965 9.8 2-04-0 Unresolved https://nvd.nist.gov/vuln/detail
Spring Framework 4.3.30 CVE-2016-1000027 9.8 20-01-02 Unresolved https://nvd.nist. gov/vuln/detail
Spring Framework 4.3.30 CVE-2022-22965 | 9.8 2-04-( Unresolved hitps://nvd.nist.gov/vuln/detail
Spring Framework 43 CVE-2016-1000027 9.8 2020-01-02 Unresolved https://nvd.nist.gov/vuln/detail
Spring Framework 4.3. CVE-2022-22965 9.8 2022-04-0 Unresolved hitps://nvd.nist.gov/vuln/detail
hazelcast 5.1 CVE-2022-0265 9.8 2-03-03 Unresolved https://nvd.nist.gov/vuln/detail
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