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5> Intro

Change Management
Shane says when you are involved with open source management

(method, processes, policy) you are not an open source person, you are
an employee involved in change management"
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< QEAA BO|MA

.
O S S N Otlc e This application use Open Source Software (0SS)

You can find the source code of these open source
projects, along with applicable license information,

Ne are deeply grateful to these developers
rk and contributions.

= Aq _Q_j(‘l Y | —E_ Any questions about our use of licensed work can
= o N be sent to oss@kakaobank.com
1O
Apache Commons Lang
https://github.com/apache/commons-lang
Copyright © 2001-2016 The Apache Software
S ES o Foudation
2l E-| A E .
= A = —_—=
—

Android Constraint Layout Library
- https://developer.android.com/reference/android
[support/constraint/packages

- Copyright © 2017 The Android Open Source
o ) Project
o

(=] Android Databinding Library
https://developer.android.com/reference/android
/databinding/packages

- Copyright © 2018 The Android Open Source
Project

=
n
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2
sl
>
m

_-= Android Material Components

- https://developer.android.com/reference/com/go
ogle/android/material/packages

- Copyright © 2018 The Android Open Source
Project

ofHto Android-platform-frameworks-support

o o - https://android.googlesource.com/platform/frame
works/support
Copyright © 2018 The Android Open Source
Project
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Vulnerabilities

ZAA | FOSS-540
[

& Edit Q Add comment Assign  More v = Admin v
v Details
Type: B 2ot3od ZE Status:
Priority: Medium Resolution:
Labels: None
v Description
F|ofd olf7} e =0 HE QEERLICH
CRITICAL HIGH Low
1l 4 2

EE3) (view Workflow)

Unresolved

2 ZR7HEQE|Ch

CVE AT Zx UL oiR

fossid Za2 FRE CVEQ| B2 37 poc7t §lof &4 3Z7tsd2 Ko

2 oLt 3o 433U S AL remote code execution 52| THEE7t 2 F{efHo|=2
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OpenChain ISO /IEC 5230 conformant program

Kakaobank Announces OpenChain Conformant Program

By Shane Coughlan January 24, 202 Featured, News

B kakaobank

Today Kakaobank announces an OpenChain ISO/IEC 5230 conformant program. It is the first financial company
in Korea and the second worldwide to formally adopt the International Standard for open source compliance.

“The use of open source is a trend and essential for all IT industries,” says Shin Jae-Hong, Chief Information
Officer(Cl0) of Kakaobank. "As Kakaobank is the first Korean financial company to be a part of OpenChain, We
will accelerate innovative financial business possibilities through Ai, Big data, and Cloud based on our open
source ability”

“The Korean community has been instrumental in building and supporting OpenChain ISO/IEC 5230, the
International standard for open source license compliance,” says Shane Coughlan, OpenChain General Manager.
“We are delighted to celebrate today’s conformance announcements by Kakao and KakaoBank, underlining the
leadership and energy in the local market. Our shared supply chain is becoming clearer, more trusted and more
efficient thanks to these efforts”
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ISO/IEC 18974

Information technology
OpenChain security assurance specification

‘ Status : Under development
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STAGE

00

Preliminary

10

Proposal

20

Preparatory

30

Committee

40

Enquiry

50

Approval

60

Publication

SUBSTAGE

00
Registration

00.00

Proposal for new project received

10.00
Proposal for new project
registered

20.00
New project registered in TC/SC
work programme

30.00

Comnittee draft (CD) registered

40.00
DIS registered

50.00
Final text received or FDIS
registered for formal approval

60.00

International Standard under

publication

20
Start of main action

00.20
Proposal for new project under
review

10.20

New project ballot initiated

20.20
Working draft (WD) study
initiated

30.20
CD study initiated

40.20
DIS ballot initiated: 12 weeks

50.20
Proof sent to secretariat or FDIS
ballot initiated: 8 weeks

60
Completion of main
action

00.60

Close of review

10.60

Close of voting

20.60

Close of comment period

30.60

Close of comment period

40.60

Close of voting

50.60
Close of voting. Proof
returned by secretariat

60.60
International Standard
published

20
Decision

92 93
Repeat an earlier phase Repeat current phase

10.92
Proposal returned to submitter
for further definition

30.92
CD referred back to Working
Group

40.92 40.93
Full report circulated: DIS Full report circulated:
referred back to TC or SC decision for new DIS ballot

50.92
FDIS or proof referred back to
TCorsC

98
Abandon

00.98
Proposal for new
project abandoned

10.98

New project rejected

20.98

Project deleted

30.98

Project cancelled

40.98

Project cancelled

50.98

Project cancelled

29
Proceed

00.99
Approval to ballot proposal for
new project

10.99

New project approved

20.99
WD approved for registration as
cD

30.99

CD approved for registration as
DIS

40.99
Full report circulated: DIS
approved for registration as FDIS

50.99
FDIS or proof approved for
publication
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Sections Requirements C
We have a documented policy governing the open source security assurance of Supplied Software. K
(HZE AZE0jo] 2EAA Hot HF0| 23t 2A3tE S HRsD ELIC)) Tl
Section 3.1.1 d
We have a documented procedure to communicate the existence of the open source policy to all Software Staff.
(AZES0] ZISOlA| QEALA FRo| EXE A2|7| I8t BAMSHE HAE BRI AFLIC) o
T
We have identified the roles and responsibilities that affect the performance and effectiveness of the Program. re
(2 TR0l Yot Suto] J&S DIX|= A& MY AEHSLIC) c
We have identified and documented the competencies required for each role. A
(2 SEE 2I3) T AT AHstn SHSHYBLIC)
We have identified and documented a list of Program Participants and how they fill their respective roles.
(Z207 Eoixt Yot 250| A& S $¥sh= WHE AlEstn 2M3 #ELICt) T
We have documented the awareness of our Program Participants on the following topics:
. We have documented the assessed competence for each Program Participant. - The open source security assurance policy and where to find it;
Section 3.1.2 (2 =22 2R Cht WotE olzke 2A iaLICH) - Relevant open source objectives; _
- Contributions expected to ensure the effectiveness of the Program; l:l:l 7:| _I__'
- The implications of failing to follow the Program requirements. LI o1}
We have a way to document periodic reviews and changes made to our processes. Section 3.1.3
(Z2M|A0| IR HES MY AEIS 2MEHE £ = YHO| JABLICE) (Ckg FAof ot T2 a2 Foixtel olAlg SAMSIMBLICE
- QEAA Hot HE FH 0|5 22 5 U= 2R
-UHQEAABE
- Z2030| H1E BI5Y| 2f3f 7|tiEls 7|0i=
-T2 272 F4oX| 42 ZR2 I98)
We have a way to verify that our processes align with current company best practices and staff as Weh ten stat ¢ clearly defining th 4 limits of the P
T2 M|AT} SR 3|AL Al 2 XIQ| HEX|Q 2UX|5H=X| &HOIE A Ol= HEHO| QAL |C} le have a written statement clearly defining the scope and limits of the Program.
(ZEMATHSIRY 3lAte] BP Atzfl & Zlel BiX|QF YX|GH=X| EHl8t &~ = WHo| JAFLICH) (m= o) oot SH7S BetelA Relat IS A} ABLICH)
Section 3.1.4 We have a set of metrics to measure Program performance.
(Z22 41tE 5F517| 9fst Yol X|E7t lBLICh)

We have Documented Evidence from each review, update, or audit to demonstrate continuous improvement.
(KI&EQl JHMS 2lsH HE, YHI0IE E= ZAtoll chet M3t ABLICH)
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| We have a method to identify structural and technical threats to the Supplied Software;
(HH=Z& AZEQofoll Chet 72X U 7|&H 2IYS AlEst= YHS 71X JYSLICE)

HOLE| Al
—_Oa 1=
We have a method for detecting existence of Known Vulnerabilities in Supplied Software;
(HIZE AZES ol aiE Forxo| ZXE HRIsHs W 7IX|D YALICH)
We have a method for following up on identified Known Vulnerabilities;
(APEE| 24T Fool e 2 XIS HE 4 s WY B0t AaLith)
We have a method to communicate identified Known Vulnerabilities to customer base when warranted;
(MEE 29T FAFE EFE F2? uAB0)| M= WHS 7K JASLICH)
. We have a method for analyzing Supplied Software for newly published Known Vulnerabilities post release of the Supplied Software;
Section 3.1.5 (BHZE 2ZES 02| Za|A £ MZ WHEE U247 F|2Ho| cish BIZR 2TES 0 2Ast= W2 7HX| D YBLIct)

We have a method for continuous and repeated Security Testing is applied for all Supplied Software before release;
(HHZE AZEo{o] cal EA| Hofl X|&Z{0| 1 gHEXQl Hot H|AEES XME35h= WS HR3tn AFLICH)

We have a method to verify that identified risks will have been addressed before release of Supplied Software;
(MEE O] HiZE|= AZE0{| SA| Hoj| SHZS|RA=X] &I 4 A= WHES 74X 1 U&LICH)

We have a method to export information about identified risks to third parties as appropriate.
(MEE 2IEoll chet YEE MAS| M3KtoA| LIE 4 = WS 7HX| 1 JA&LIC)
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2 Plans

DevSecOps
Vulnerability
Dependency
Checklist
Cultures
Automation
Containers




52 References

https://openchain-project.qithub.io/OpenChain-
KWG/quide/opensource for enterprise/

https://nipa-openup.github.io/oss-governance-quide/
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75 Thanks!

Any questions ?

You can find us at
arlo.ha@kakaobank.com
may.lee@kakaobank.com
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