OpenChain
Security Assurance Specification

OeENCRAN

KOREA woRk GRovP



C@@OPE N C H A | N Get Certified Participate Resources FAQ News About &

Building Trust in the Supply Chain Since 2016

Our vision is a supply chain where open source is delivered with trusted and consistent compliance
information. Our mission is to make that happen.

This Is Where You Will Find:

e The ISO/IEC standard for open source license compliance programs

e The industry standard for open source security assurance programs
e The community that powers these standards
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We maintain OpenChain ISO/IEC 5230:2020, the International Standard for open source license compliance. This is a simple, effective standard suitable for
companies of all sizes in all markets. It is developed openly by a vibrant user community and freely available to all. It is supported by free online self-
certification, extensive reference material and official service provider partners.

Did You Know...

20% of German companies with over 2,000

employees have already implemented ISO/IEC 5230.

Source: Bitkom Open Source Monitor 2021

ISO/IEC 5230 Conformant Programs Announced Via Our Website

B Kakaobank LA KKCOMPANY ()LD Collsge of Engineering | \j Liferay
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We also maintair{DIS 18974, OpenChain Security Assurance Specification.]This industry standard describes the key requirements of a quality open
source security assurance program. It is currently in the JTC-1 PAS Transposition Process and is expected to graduate mid-2023 as an ISO/IEC standard.
The ISO/IEC standard will be|ISO/IEC 18974:2023, OpenChain Security Assurance Specification.

You can adopt DIS 18974 via self-certification or through one of the official Third-Party Certification Partners. Adoption of DIS 18974 is also valid for
ISO/IEC 18974:2023.

The first company to announce a program using the OpenChain Security Assurance Specification via our website was Interneuron in the UK. The first
company to announce whole entity adoption of the OpenChain Security Assurance Specification via our website was BlackBerry. If you adopt the OpenChain
Security Assurance Specification and want to announce it via our website, let us know via email.

OeENCRraN

KOREA woRk GRovP




ISO/IEC 5230 vs. DIS 18974

3 - Requirements

® 3. Requirements

— ® 3.1-Program Foundation
e © 3.11-Policy ® 3.1.1-Policy

3.1.2 — Competence
3.1.3 — Awareness

¢ 3.1 - Program foundation —

¢ o 3.1.2 - Competence °

A 4

e o 3.1.3 - Awareness °

e o 3.1.4 - Program scope
°
« o 3.5 - License obligations | 3.1.4 - Program scope

® 3.1.5+ Standard Practice Implementation
[ ® 3.2 —Relevant Tasks Defined And Supported
B ® 3.2.1-Access

_ [ ]

e 3.2 - Relevant tasks defined and supported\‘

e 0 3.2.1-Access
e o 3.2.2 - Effectively

3.2.2 — Effectively Resourced
¢ 3.3 - Open source content review and approvar‘

—® 3.3 - Open Source Software Content Review And Approval
" v 337 Bllof materials > ® 331 -Software Bill of Materials (SBOM)
" 332 License complance _J — ® 332 Security Assurance
" 34 - Compliance artifact creation and deflvery [ ® 3.4 - Adherence To The Guideline Requirements
e o 3.4.1- Compliance artifacts ® 341- Completeness
+ 3.5 - Understanding open source community engagements ® 3.4.2-Duration

e o 3.5.1- Contributions
» 3.6 - Adherence to the specification requirements

¢ o 3.6.1- Conformance
e o 3.6.2 - Duration
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3.1.5 — Standard Practice Implementation

The Program demonstrates a sound and robust handling procedures of Known Vulnerabilities and Secure Software Development by defining

and implementing following procedures:
°

Method to identify structural and technical threats to the Supplied Software is defined;

Method for detecting existence of Known Vulnerabilities in Supplied Software;

Method for following up on identified Known Vulnerabilities;

Method to communicate identified Known Vulnerabilities to customer base when warranted;

Method for analyzing Supplied Software for newly published Known Vulnerabilities post release of the Supplied Software;
Method for continuous and repeated Security Testing is applied for all Supplied Software before release;

Method to verify that identified risks will have been addressed before release of Supplied Software;

Method to export information about identified risks to third parties as appropriate.

A process shall exist for the Security Assurance methods listed above.
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3.3.2 - Security Assurance

¢ For each Open Source Software component in the bill of materials for the Supplied Software release under review;

¢ Apply method for detecting existence of Known Vulnerabilities;

¢ For each identified Known Vulnerability assign a risk/impact score;

¢ For each detection and assigned score determine and document necessary remediation steps suitable for the use-case of the software
and get Customer Agreement at or above a previously determined level (i.e., all severity scores above 4.5 ...);

¢ Depending on the risk/impact score take the appropriate action (e.g., contact customers if necessary, upgrade software component, no
further action, ...);

¢ If a Newly Discovered Vulnerability is present in previously distributed Supplied Software, depending on the risk/impact score take the
appropriate action (e.g., contact customers if warranted);

°

An ability to monitor Supplied Software after their release to market and to respond to Known Vulnerability or Newly Discovered
Vulnerability disclosures.

Verification Material(s):

¢ 3.3.2.1: Adocumented procedure for handling detection and resolution of Known Vulnerabilities for the Open Source Software

components of the Supplied Software;

3.3.2.2: For each Open Source Software component a record is maintained of the identified Known Vulnerabilities and action(s) taken
(including even if no action was required).
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® https://github.com/OpenChain-KWG/Security-Assurance-Specification Kor

# main v ¥ 1branch © 0 tags Go to file Add file ~ About &

Korean translation for OpenChain

@ haksungjang Update README.md 7c17437 now 16 commits Security Assurance Specification
M en add 1.1 Korean translation yesterday translation
W kr correct typo 5 hours ago 0 Readme
[ .gitignore first commit 2 years ago &8 CCO-1.0 license
¢ 1star
LICENSE Initial commit 2 years ago
0o Y ? & 2 watching
[ README.md Update README.md now % 1fork
‘= README.md 2
Releases
H ° ° No releases published
Korean translation for OpenChain Security Assurance Cronte oo relome
Specification
Packages

« Original repository : https://github.com/OpenChain-Project/Security-Assurance-Specification
No packages published
Publish your first package

License

This reference guide is licensed under Creative Commons Attribution License 4.0 (CC-BY-4.0). Contributors 2

@ haksungjang Haksung Jang (&3}4)
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https://github.com/OpenChain-KWG/Security-Assurance-Specification_Kor
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Contributions are welcome!

OpenChain Korea Work Group
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Thank you.
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