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OpenChain Core Principles: Policy - Review - Verification - Supplier Assurance - Evidence
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@ You are in the new version of Analytics. To see the previous version, click here,

li) snyk

TENANT X Analytics & Export to PDF

Overview  All Rey

Standardview ~ = | + Addfilter - £ Resetfilters B Last30Days - | 88 Edit page layout ~

Key Performance Indicators Edit section ~

Unique vulnerabilities @

Open Issues a Ignored Issues " o New Issues = Resolved Issues
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Edit section ~

Coverage

Assets discovered over time, by type

Repository coverage by Snyk product Repository coverage over time, by Snyk product

Remediatios

Issues identified and resolved over time @ - ] Resolved issues by MTTR duration @ A Organizations with the highest MTTR &
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Hi, this is Evo.
Welcome back here's your AI security posture today:

Your dashboard shows 12 total issues, and 4 policy
violations. Evo tracked 27 AI components in inventory,

of which 7 are MCP Severs and 8 are AI models. There's
1 open threat on "Github MCP" recommending secure API
authentication and rate limiting.

Coverage Check: MCP

Make sure that all possible developer machines
and endpoints are covered by the MCP scan agent,
then identify the usage of AI coding tools that
might introduce risk.

AI Risk

Find AI usages (models, frameworks, tools, MCPs)
that are critical or high risk in your
organisation, implement policies to create
alerts, and launch fix agents to remediate these
findings.

Threat modelling

Understand OWASP LLM Top 10 vulnerabilities with
threat modelling, then use the models to
understand priority of findings.
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Evaluate Gates; Fail on Issues

Resolving scan for gate evaluation...

Successfully found the 'develop' scan in the 'fossid-ab/fossid-e2e-demo' project!

Verifying scan completio .

Ensuring the Scan finished...

KB Scan is in progress. Waiting for completion...

KB Scan status: RUNNING (SCANNING) - File 16/16 (100%) -

KB Scan completed successfully (Completed in 17s).

KB Scan has completed successfully.

Ensuring Dependency Analysis finished...

Dependency Analysis has completed successfully.

Checking for pending files...
Gate Failed: Found 2 pending files that require identi

Checking for policy warnings...

No policy warnings found.

Checking for vulnerabilities...
Warning: Found 149 vulnerahilities. Bv CVSS Scora:
CRITICAL: 24
HIGH: 54
MEDIUM: 70
LOW: 1

Note: Gate is not

() GitHub Actions / Run FossID C

Snippet with ﬁpache—z 8' file

Location: ym/N

== Component: pkg:github!netflix/c\
Pending Files Gatt Download: hitps b com/Ne

Policy Warnings G:i
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Run VSF

failed now in 22s

Checkout code
Run VSF
»Run fossid \

*k VSF issue found in file: inflate.c:
CVE: CVE-2023-20966
CVE-URL: https://nvd.nist.gov/vuln/detail/CVE-20823-28966
1736] if (copy > have) copy = have;
1737) if (copy) {
1738 if (state->head != Z_NULL &&
1739 state->head->extra != Z_NULL) {
|740) len = state->head->extra_len - state->length;
|741) zmemcpy (state->head->extra + len, next,
|742| len + copy > state->head->extra_max 7
1743) state->head->extra_max - len : copy);
Error: CVE: CVE-2023-20966
CVE URL: h

://nvd.nist,gov/vul /CVE-2023-2

** VSF issue found in file: inflate.c:
CVE: CVE-2023-21100
CVE-URL: h ://nvd.nist.gov/vuln/
1736] if (copy > have) copy = have;
1737] if (copy) {
|738] if (state->head != Z NULL &&
1739] state->head->extra != Z_NULL) {
|740] len = state->head->extra_len - state->length;
1741] zmemcpy (state->head->extra + len, next,
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