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Commoditising Open Source Risk Management
First Open Source SCA Platform



 

● 75% is Open Source
The Forrester WaveTM, 

Software Composition Analysis

Q3 2021

● 85-90% is Open Source
Github, 2022



 

● Disruptive Technology
○ Open Source

● Disruptive Revenue Model
○ Data Subscription

● Built for developers: Shift left

About us



 

SBOM.json

Automate - Everything As Code

● SCA Validation

● SBOM

○ With your code

○ In your revision history

● Precise identifications



 “You can’t protect or comply with 

what you can’t see”

License Compliance, Export Control and Security



 

Detecting undeclared software

Detecting declared 
software

● Reading software metadata
● Copyright statements
● License files and headers
● Dependency files

Detecting undeclared 
software

● Files without license headers
● Built-in dependencies
● Stripped headers
● Plagiarism detection
● Critical for embedded systems



 

Detecting known fingerprints



 

● Open Source
○ Safer, no more secret hashing / data handling

○ The end of vendor lock-ins

● Specially designed snippet DB engine
○ Better, Faster, Stronger

● Accurate, complete, actionable SBOM
○ Declared + undeclared, precise IDs

● Inbound SBOMs solved
○ Supply Chain Transparency

Why is SCANOSS better?



 

Rapidly growing ecosystem

Open Source Tools SCA Vendors

Law firms

Supply Chain
Requirements

Audit providers

Universities



 

Driving SBOM Adoption

Large Enterprises

NO SBOM

Small and Medium Enterprises

NO SBOM
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Driving SBOM Adoption

Large Enterprises

SBOM

Small and Medium Enterprises
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Presence in public repositories

https://github.com/scanoss

$ pip3 install scanoss
$ scanoss-py scan mycode/

$ npm install -g scanoss
$ scanoss-js scan mycode/



 

First Multi-platform Auditing App

https://github.com/scanoss/audit-workbench



 



 

Foundation Projects

OSSKB.ORG SBOM.INFO



 

OSSKB.ORG

● Free of charge

● Perpetual

● Safe 

● Anonymous

● Stateless

Public API Service



 

$ scanoss-py scan 
$ scanoss-js scan

https://osskb.org/api

Public Knowledge Base API



 

Available offerings

Knowledgebase Updates Quarterly Monthly (On-prem) / Daily (SaaS)

Layers of information ● SBOM generation
● Snippet detection
● Licenses
● PURL array

 

● SBOM generation
● Snippet detection
● Licenses
● PURL array
● Copyright statements
● Attribution notices
● CPE
● Vulnerabilities
● Dependencies
● Cryptography
● Quality
● Health
● Security

Availability + throughput ● Best Effort
● University Mirrors

● Guaranteed

Audit Workbench ● Standalone ● Enterprise
● SAML/SSO
● Shared workspaces

Support ● Community ● Dedicated + SLA
● Custom integrations



 

Thank you!

Julian Coccia - CTO
https://scanoss.com

https://julian.coccia.com

