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["Vulnerabilities™k [

{

"bom-ref™: "BomRef.émrtsnb]
"id": "CVE-2019-11405",
"ratings": [
{
‘ “score": 7.4,
"severity": "high",
: "method": "CVSSv3"
}
1,
"properties™: [
{
: "name": "KEV",
: "value®™: “"false"
},
{
"name": “HEV",
"value”: "true"”

.
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]

« &0 SW E2t0]d A ke

Base Scores Temporal
10.0 10.0
8.0 4
6.0 4
4.0 4
2.0 4
0.0
Base Impact Exploitability Temporal
Environmental Overall
10.0 10.0
8.0 4 8.0 4
6.0 4 6.0 4
4.0 4 4.0 4
2.0 4 2.0 4
0.0 0.0 4
Environmental Modified Impact Overall

7k 240 02 2R THsA 41 oJAI(CVSS Calculabr)

Permissive

Weak
copyleft

Copyleft

3-clause / 2-clause / ;
Apache-2.0 New BSD Free BSD MIT/X11 Zlib/libpng
LGPL-3.0 or
LGPL-2.1 LGPL-2.1+ LGPL-3.0+ MPL-1.1 MPL-2.0
EPL-10 EPL-2.0

GPL-20

GPL-2.0+

GPL-3.0 or
GPL-3.0+

AGPL-30
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(Component Name) | (Component Version)

(Supplier Name) | (License Name - Version)

@3ED SBOMHO[EIE 5 -2t AR )

commMoNs=io 132 5
commons—o 22 sere dmHE B 2ax BHOMA - b
(Component Name) | (Component Version) | (Supplier Name) | (License Name- Version)
°°m"'°rm9: 2.2 Apache-2.0 commons—io 13.2 apache Apache—-2.0
COMMONS—io
. cCoOMMOoNs—io 1.3 apache Apache-2.0
commons=o: 21 CL Apache—2.0
OONHNE=0 COMMONs=io 21 apache Apache-2.0
CoOMMOoNS—io: :
COMMONS=io 132 Apache-2.0 COMMONs=io 2.2 apache Apache-2.0
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cOMMOnS—io 13 Apache-2.0
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T=(Baseline) £4(Attribution)
@ SBOM &Z =74SBOM Validation Tool Name) | ex) Folosology
@ ZZ2XKSupplier Name) ComponentSupplier
@ XMZtEXHAuthor Name) ComponentAuthor
@ ZH=AE(Component Name) ComponentName
® HZX(Version String) ComponentVersion
® 1A XHUnique Identifier) FormatiD
@ HEAE sHAl(Component Hash) FileChecksum
® 20| MA H(License Name) Component License
© z2to|MA ZE Helf(License Usage) Dynamic/Satic Linking

@ E2tF|FH DB(Vulnerability DB)

VulnerabilityDB, NVD

@ A A(Relationship) IncludeComponent, ImportComponent

® Zz|= ZuHRelease Date) ReleaseDate

@ CVEID CVE-Year—Serial Number

@ CVSS Base Score Base, Impact, Exploitability

® CVSS Severity CVSS Severity : High, Medium, Low, None
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@ Component Hash
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@ SBOM Author Name SBOM ZtAx}

® Unique Identifier HEHE M 2ol =37t 7ksEt 17 A} (CPE, PURL &)
#® Dependency Relationship o9 AEHERS| B4 A

@ Timestamp SBOM MAUA|

@ License Name - Version
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