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Updates: Current Status

Al Study Group

» Discussing Al compliance matters
> https://www.openchainproject.org/news/2023/12/20/ai-study—-group—planning-call-2023-12-13

* OpenChain Legal WG
» Discussing the Maturity Model from ORCRO
> https://www.openchainproject.org/news/2024/01/29/openchain-legal-work-group=2024-01-17



https://www.openchainproject.org/news/2023/12/20/ai-study-group-planning-call-2023-12-13
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Legal Workgroup

CMM(Capability Maturity Model)
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Level Name of Level Description

1 Initial Minimal knowledge of open source compliance practice and procedure
nitia QEAA FH F4 T U B0 LSt Z|ASHo| X|A]
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2 R tabl Some steps towards compliance. Some systems in place, but application ad hoc
epeatable H E$E Q5 7IX| B UE AIARIO| 20K QX2 AN S80| HEE

o TT =

3 Defined/Impl ted Policies, practice and procedure in place, but not necessarily in operation
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Policies etc. in place, and in operation, and improved as considered necessary

4 Managed M3 0| Of2E|0) £ Z0|0{ TQSITHT Tehe|m JA

Policies etc. in place, in operation, and actively managed using appropriate metrics and a process of continuous
5 Optimizing improvement.
5 X|EQ KISHQI M T2AAS ALZSI0] HH S8 012ty 29sin HIxoR 2|

—




Cf) Capability Maturity Model

e £11: https://blog.naver.com/yjlee0420/140119932062
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Optimizing

Managed
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Legal Workgroup
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3.1.1 Policy

3.1.4 Program scope

Appoint policy author, owner, exec sponsor
Publish policy

Review policy

Distribute policy

Track awareness of policy

Review performance against policy objectives

Define programme scope

Review appropriateness of programme scope
Define risks to be managed

Define benefits to be achieved

3.5.1 Contributions

3.6.1 Conformance,
3.6.2 Duration

\

Review and maintain policy
Track progress against policy
Review performance (risks and benefits)

Develop policy for contributions (in and outbound)

Review OpenChain conforma
nce (18 month)
Manage 3 party certification

Governance Strategy and Oversight({HEA X2k 2l 2t

@ o |

3.1.3 Awareness

Respond to compliance inquiries
Track nature of response to inquiries
Review performance of inquiry responses

-

3.2.2 Effectively resourced

3.1.2 Competence

J
AN

Communicate open source and contribution p
olicy

Track awareness of policies

Communicate implications of non-compliance

Review programme resourcing and funding
Track progress against policy objectives
Analyse progress against policy objectives

Track non-compliance events
Track awareness of contribution policy

Identify roles and responsibilities
Determine competence required
Determine training need

Assess competence achieved

Enablement and Performance Management(X|& 2! Mutta))

/ 3.1.5 License Obligations 3.3.2 License Compliance 3.3.1 Bill of Materials

3.4.1 Compliance Artifacts

Identify licenses in use
Document license obligations

review license compliance ac
ross distribution modes
Produce contributions guideli
nes for contributors

Produce SBOM
Review and approve SBOM

Maintain version and distribution history

Licence analysis
Produce records of process

Generate artefacts
Distribute artifacts
Record artifacts

followed

Open Chain Delivery(2Z|Q!
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Legal Workgroup
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3.3.1 Bill of Materials

People and Organisation Capability

Processes Capability

Information Capability

Systems Capability

Attributes

P&O Maturity Questions

Process Attributes

Process Maturity Questions

Key role holders

Development Team Le
ader

Associated roles

DevOps Specialist

Does a role exist for generati
ng (or maintaining the syste
m which generates) SBOMs?

Are role/responsibility holde
rs suitably trained?

Do role/responsibility holder
s have the necessary compet
encies?

Key processes
Produce SBOM

Review and approve S
BOM

Maintain version and
distribution history

Produce records of pr
ocess followed

Does a process exist (automate

d or not) for generating SBOMs
?

Does a process exist for reviewi
ng and approving SBOMs?

As part of any process involvin
g SBOMs, are suitable records
kept?

Information Attributes

Information maturity questi
on

Systems Attributes

Systems Maturity Questio
ns

Key Information
Component manifests

Correct SBOMs

SBOM records & metadata

Are component manifests m
ade available for compliance
purposes?

Are SBOMs generated?

Do SBOMs contain sufficient
correct data for licence com
pliance?*

Are SBOMs generated in a w
ay which facilitates other risk
management or operational

processes (e.g. security/vuln

erability or export control)

Are standards (e.g. SPDX, Cy
cloneDX) used to generate S
BOMs

Are the standards used to g
enerate SBOMs consistent a
cross the organisation?

Key systems
Compliance toolchain*
Emerging good practice

Metadata repository (such a
s SW360)

Does the compliance tool
chain have functionality fo
r generating SBOMs?

Where issues are identifie
d (e.g. afailing test) is it p
ossible to remedy the issu
e in-situ?

Is compliance metadata st
ored in a suitable system s
uch as SW360?




Legal Workgroup

* Full Profile Assessment

OpenChain
Capability Maturity Profile

e ScOre ==—=Target

3.1.1 Policy

3.4.1 Compliance Artifacts 3.1.4 Program Scope

3.3.1 aterials 3.5.1 Contributions

3.6.1 & 3.6.2 Conformance

3.3.2 License compliance
P and Duration

3.1.5 Licence obligations 3.2.1 Access

3.1.2 Competence 3.1.3 Awareness

3.2.2 Effectively resourced
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Introducing New Issues
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« HM2M(accessibility)
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Open Source Litigation Case Analysis
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Open Source License Analysis

« “GPLS| &t™: GPL-3.0, AGPL-3.0” (ETRI H=&t)
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