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Fossid System « Architecture

Access Function User interaction points

Webapp Server Webapp GUI Rest AP
- Or -
Locally installed CLI
Webapp Backend

Scan Server Scan Engine (Alfred)

FOSSID Knowledge Base (KB)

Content on Server

Stores user data:

* Madeidentifications
* Scans/Projects

* Users/Permissions
+ Etc.

Web Server Provides access URLto
Webapp GUI and API
Scan Content Accesses source code
Access to be scanned

Provides access URL
to scanserver

Web Server

Account Specific Scan related hash storage types
Info *  Persistent to allow whitelisting
*  Temporary to allow matched
snippet look-up.

= Xl : FossID Documentation




Fossid System s Webapp Server

oS

CentOS-7 and 8

RedHat Enterprise Linux 7 and 8
RedHat Enterprise Linux Server 7
Debian 9 and 10 (Stretch/Buster)
Ubuntu 18.04, Ubuntu 20.04

Application

e PHP73orlate
e NginX (default 7.3)

e MySQL Server 5.7 or late / MariaDB 5.5 or late

o Remote X| &



Fossid System : webapp GUI

FC)SSID Projects Scans Components Licenses Tools Users System Utils Help @ AR

snyk

© Tip of the day Q
Scans can be configured to only look for full file matches or to also look for code snippet matches

Next tip Documentation

Start Scanning Create Project Snippet Search

Get started with a FossID scan Create a project and start adding scans to it I te a snippet into a text box and run an

Getting Started
0us scan

Get started with

Web Application
Latest projects Get Help with Foss| Application

rogers-test_864 rogers-test 2022-04-25 17:29:04
olive_729 khaiii 2022-04-21 12:38:24

Command Line Interface
olive_805 graphgl-kotlin 2022-04-14 11:42:49 Get Help with FossID Command line
raintest_861 raintest 2022-04-14 16:49:34

yallytest_858 yallytest 2022-04-13 14:12:56
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Blind Audit
Go to projedt new project

Help with FossID Blind Audit

Latest scans

olive_12_1njAoTgeBH olive_TnjAoTgeBH 2022-04-26 11:20:26 Vulnerabilities

olive_12_1njAc)GzRv olive_1njAoJGzRv 2022-04-26 11:20:15
olive_12_1nj9B2uXUz olive_1nj9B2uXUz 2022-04-26 09:35:37

olive_12_1nj9B1d3Dy olive_1nj981d3Dy 2022-04-26 09:35:36 Dependency Analysis
earn about analyzing d
olive_12_1nj9AKLQT2 olive_1nj9AKLQf2 2022-04-26 09:34:52

WebApp API

o with FossID




Fossid System s Webapp Rest API

(I requires a FossID WebApp user account and an API key
{

"group": "projects”,

"action": "create",

"data": {
"username": "username”,
"key": "user_key",
"project_code": "My project code”,
"project_name": "My first project",
"limit_date": "2017-12-31",
"product_code": "My product code",
"product_name": "My first product”,
"description": "This is my first project created from REST API",
"comment”: "No comments”,
"jira_project_key": "My JIRA Project Key"



Fossid System : system Utils

Manage backups

_Insert backup name
System Monitoring

Disc Information Memory Information

Insert backup name

Available backups
Show| 25 v |entries Search
Restore 6 % 7 %
2022_03_16.1ar.gz |
db.2022.01.
S| Next

4 of 4 entries P 1 ‘




Kakao & &



Kakao : sMT

Protex Fossid
2 0lE s, 8 22 or A0 = XIE . 0L 2 02 20t AHOUIA &
:*EIJOI EJ 2210 . HHO0IE = #0i | Knowledgebase )t X2 Tl JtE 1 WS
HS SOAP APL. Java 6 )|t D& Rest AP
SDK 2 0I0IEJH HC| OIF 0 XKl S AN WASOHIN S& HAE Jts
Jl=X& E A5t RAE4. OHE A0 Ui B & BS Y 2 EelX
AN H Knowledgebase= Qlol DA AE @ | 2 BF AJAE HH
Scan i A SAl 8. AH T2 3| A SAl = A2t AR
Component |ZLUE S5 {3 X ZBEHE == MBotkl S
License = & 2AFAE0 tet E2 MS %% X O A0 CHE B & MZ0otKX
%3




Kakao : system

OLIVE API Service Fossid API Service
Fossid Project/Scan 44 % 24 23

Spring | |Spring Data
AMQP JPA

Spring | |Spring Data : : ¢
AMQP | JPA i : | FOSSID
Fossid 24 23t 714 27| J .

SSE
= g

SpringBoot i SpringBoot

Fossid Web Server

Embedded Undertow 3 H Embedded Undertow

fossid A 2T} Rzt fossid Scan code X% fossid AP| &% Za}

RabbitMQ

Ubuntu 20.04.3
Mysql 8.0.19
Php 8.0.13
Nginx 1.18.0



Kakao : migration

o AI2ZQ! AHIAS| THE OHXIS BSTH 001D I01M
e 3107HCl project
o Ist Scan: GAIMt
o  Spdx import
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Kakao : customizing

e SPDXimport 2 = A!Ij
o Protextspdx L% = A2 [tA&l Q=
o fossid At spdx.php XXl =&

SPDX import =& A2 M4 0| HIL

fossid-apilil A == HH 2& It

@)
e SPDX importz A2H M4 0|= componenturl 0|S= 0|+

o fossid At spdx.php XXl =&

e GitTag ™=
o branch?t X &
o fossid A{tH secan.php AtAl =&
e Gitclone --depth=1 & &
J|E0l= fetch && checkout &2 L2 AIS
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o fossid A{tH secan.php AtAl =&
A4 ClHEL| OIS0 S0l EZMot=E AHOIA TRZE

o fossid A{tH secan.php XAl =&

=a



Kakao : bugfix

e Fossid-21.24 22| X BtH
o X AU HEE = Global 2 S=0| &l X
o IHARIE HZOI ZX &= HI
o Git Tag X[ &
e Fossid-22122|= 0l &
o SPDX import API
SPDX import = A7 M4 0| HELHE S5 0|5
SPDX import &/ = &1l 30l A
SPDX import= A2 24 0| = componenturl 0|SS 0|+
Ed json 24 2F
o KM RH
Git clone --depth=1 & 2
o AMNEXN S=E ZEHECS Full File Match 0120l =t X &
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Kakao : s/w update

o fossid-21.2.3 -> fossid-21.2.4
o AU
o DB/File &g X & ; Webapp Ol = 0l
o SUOIE HE OI=2E : 4XIIIY + JI0|1E EA
o 4AXlIYES MHZ 0l=
o IWIIXl &Xl
o DBRES4H X3 phpaldH
o DBYOIOIE php &t
o 1SAIZ2H AR



Kakao : review
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Link

o https://fossid.com/
https://osbc.co.kr/page/oss_ fossid__intro
e https://www.youtube.com/channel/UCDAxa8UHipQ64XJocf721jg
o CcIXZE M4 :https://youtu.be/ch-MODgWHFg
o 2EAA AYH: hitps://youtu.be/cFMAYZPHIOU
o DEALIE =01 : hitps://youtu.be/9AbBMoBdSUTI
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