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* License Compliance
o AIS3EIE|D AR7HSE pipeline rule2 Open Source ComplianceE E&35tD SX|&
o 20 W2} repository I =2 AlAtet

¢ Community Health
o =2 ZXZ B%517| 2l =I5t7| Zoil Open Source DependencyS Hatsta H|wmst
o AlZHO| XIof| 2t ProjectE ZLIE{RSID community SE2{S 21 ExHEQl

« Export a CycloneDX SBOM

» What can | do?
* Security example highlight
o T2 Hot F|oFX0| Q= repositoryOllA OIS FQFX S Izt ZHESH= 40| OtL|2f, 'Open Pull Request'S 0|2510{ 5t 12| pull requestZ 7hs3 8 &2 FA4X
ZHIE sizast
» Open Pull RequestE Z2!5tH DependencyE AHI0|E5t0] |2 S sHZASIL pull requestE WHE = AS
« License example highlight
» DependencyE Edll 7IH2 License ZFE 20}0f &

o 2= License?t P& HH= repository?t Q= report7h M0 HYZ HSE

il

* Automation example highlight
o 042 7kX| At=3t A2 Sall MER commitoll §|2H40| EXlist= H2, piplineS AI{A|7|1 0|21 Alzdol| Cish L2lS We

+
z0
gjo

- A8 2F
Click here to expand...
¢ Free
- M3 7S
» Vulnerability Management
* License Management
* Project Health
o A 2 10002] Scan & OHZF 100 Scan 2
¢ Premium
- M3 7S
« Free 7|5
¢ License report
¢ Chat and email support
* APl access (Rate limit : 5000)
e Unlimited scans
. 714
« 1742, €25 /contributing developer(code contributor = someone who has made a commit to a repository within the last 30 days)
o Eh2 13509 7| 33,750
« Enterprise
- B 7S
o Premium 7|5
* Enterprise level support
e SBOM export
« Start left policies
* Increased compute
¢ Unlimited API access
. 7t
o 1708, €60 £E{~ /contributing developer(code contributor = someone who has made a commit to a repository within the last 30 days)

- 22 1350% 7|Z 81,0002
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debricked rree Repositories >

Repositories

an7 days ago

[B Repositories

ff Vulnerab
2, Dependencies
58 All
B ticenses o e
Q, search by name

@ Open Source Select

Name

hyesung2/fosslight

hyesung2/fosslight_scanner

)

Repository Settings

[«

A, Admintools

Getting Started

* Setup an integration on first login

Total vulnerabilities h

Vulnerability priority

@4 -3 @0

@0 H 0 Qo

o XSS VulnerabilityE scandt?| |8t Repository integrations 7+t

=
%

Venture safely through the
‘open source universe

©ownn kry ikt precse

* Set up a license use case

» RepositoryOl Al code HHZ &t M

ol

=

Integrate

GitHeh
¥
O Bitbucket

23 Aaure Devops

Internal user only, Network service S) Of I}2} License Risk7} S2t& 4=

30
ojo

« Repository Settings > Use caseS &X3tH License Risk(6Zt)7t olof a2} Co|E &

Name -

Apache-2.0 ol
Unknos

BSD-2-Clause -z

BSD-3-Clause o1

LGPL-2.1 [ )}

Select use case

Non-distributed softwars is software tht is
not running on a device owned o controlled by

License Risk

Distributed software is software running on
devices owned or controlled by a customer.

Unknown

* Seup up automation

« Automations engineS AI23tH X

collab.lge.com/main/display/OSC/Debricked

@ Won-aisibuted sotuare - but accessvi 32 3
publcly salale network service
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Aol w2t AES ESA g 5

Affected repositories

Pytho... 1
Pytho... 1
Pytho... 1
Pytho... 1
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(3 Generate report

+ Invite users

1sentries v {5

+ New

Total vulnerabilities with exploits

Dependencies

Permissive

Permissive

Permissive

Weak copyleft

License family

2/11


https://debricked.com/docs/
https://debricked.com/docs/getting-started/first-setup.html#setup-an-integration-on-first-login
https://debricked.com/docs/getting-started/first-setup.html#set-up-a-license-use-case
https://debricked.com/docs/getting-started/first-setup.html#set-up-automations

2/9/23, 6:08 PM Debricked - <SEL> OSCH! - Collaboration Center
o J|BYOZ QX| 9t Licenselt I8 VulnerabilityS #X|5t7| 93t 722 st £ S
ol) If a new dependency is added where the license risk is at least medium then notify all users in the group admins by email

Automation 2! K|

debricked | automations

Automations Notification

A recent scan of the repository hyesung2/minic caused the following rule to trigger:

If a dependency contains a vulnerability which has not been marked as unaffected and which has not triggered this rule for this dependency before

then notify all users in the group admins by email

Manage rule

The rule was triggered for the following vulnerabilities:

Vulnerability Dependencies CVss2 CVss3
MIA 75
N/A 75
5 75

¢ Dashboard

» £7 repository EE£ 2E repository?| vulnerability =01 Cist 7|5 CIO|EE J2iZ FAO=Z 2 4= US (EQUE AlZh, 7tH S5 MH)
o AMEX} Repository &EH2| snapshot(unknown-, low-, high- §2| vulnerability M2 Z&hE F7|HOZ M8t (RepositoryS HSHORE Scan & wiOICt AC|O|EE)
o CVSS HE 7|HIOR 50 CVSS37t &4 CVSS2ELCH 2M8H
Overview
debricked rree Overview >
8 ovenview Overview
[H Repositories hyesung2/fosslight * | develop v | Lweek -
it Vulnerabilities
Total fixed vulnerabilities right now critical high medium low unknown
g% Dependendies et 34 winerabilities 9 Q1 0B 91
Licenses
oo =
@ Open Source Select 36
& Automations o7
&) Repository Settings
18
A Admin tools
Upsr: . License risks o
pgrade to premium 9
to get unlimited scans coming scon
exportable reports and more
= 1000 scans left 0 e —
— 23 Nov 24 Nov 25 Nov 26 Nov 27 Nov 28 Nov 29 Nov

Repository View

Repository main

repository
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FREE o
Repositories >

oo 3 .
== Repositories
B
o3
ﬁﬂh All

Q Search by name
®

Name

r hyesung2/fesslight
{o:} hyesung2/fosslight_scanner
[ hyesung2/scancode-toolkit

Total vulnerabilities

34

Debricked - <SEL> OSCH! - Collaboration Center

Vulnerability priority

s+ Q18
Go O:
o Qo

« Vulnerability priority: CVSS scoreE 7|gt22 3t vulnerability 2=

Review status

15entries ~

o o @co 1
o o @o 0
o o @¢o 0

« Review status: How many vulnerabilities that are vulnerable, unexamined, and unaffected.

« Total vulnerabilities with exploits: The total amount of vulnerabilities that have at least one known exploit.

Vulnerabilities in a repo

Click here to expand...

Repositories > hyesung2/fosslight

hyesung2/fosslight

All branches

Fix vulnerability

The pull request will include the updates needed to fix as many vulnerabilities as possible

Vulnerabilities Dependencies

Q, Search by name or dependency

Name

CVE-2022-31692

CVE-2022-26520

CVE-2022-21724

CVE-2020-10683

CVE-2020-13936

Discovered

2022-11-23

2022-11-23

2022-11-23

2022-11-23

2022-11-23

Licenses Commits
cvss v debAl
98 @ 74
2.8 @ 71
98 @ 70
2.8 @ 70
88 @ 70

Dependencies

spring-security-core (Ma...

org.postgresql:postgresq...

org.postgresql:postgresq...

dom4j:doma4j (Maven)

org.apache.velocity:velo...

* Repository # Vulnerabilities, Dependencies, Licenses, Commmits =& H0iE

« debAl: Debricked2| X|s& Al7t CtE metrics®t EPH| AHole| Hot 7|2 MEg

 Vulnerable functionality usage : Vulnerable functionality7t AX|2 At2E|

» Fixes and exploits : 77?7

Vulnerability details
Click here to expand...
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7utoR Fopy
XIS EAR

qZ) AuImae

9F'\lter 15

Uses vulnerable Review status

functionality
Unknown
Unknown
Unknown
Unknown

Unknown

D Generate report

+ Invite users

{§} + New

Total vulnerabilities with exploits

L wenerawe iepurt

+ Invite users

entries ~ {§}

Fixesand
exploits
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Repositories > hyesung2/fosslight > f949a57908ed6eebccTc756944c23a41a0cbbad > CVE-2022-26520 Details

CVE-2022-26520

in dependency postgresql (Maven)

CWE
@ Noinformation - CV
Actions
Set review status for fosslight

@ Mark as unaffected

Vulnerability il 2 | Manual fix

& Flagasvulnerable

Discovered
Bdays ago

NVD @

** DISPUTED ** In pgjdbc before 42.3.3, an attacker (who
controls the jdbc URL or properties) can call
java.util.logging.FileHandler to write to arbitrary files
through the loggerFile and loggerLevel connection
properties. An example situation is that an attacker could
create an executable JSP file ...

Read more

GitHub 2

Path traversal in org.postgresql:postgresgl ** DISPUTED ™
In pgjdbc before 42.3.3, an attacker (who controls the jdbc
URL or properties) can call java.util.logging.FileHandler to
write to arbitrary files through the loggerFile and
loggerLevel connection properties. An example situation
isthatan...

Read more

Fix vulnerability

o direct dependency to update

11 Pause rule triggering

Introduced through o direct dependency to update

build.gradle = 1file

org.postgresql :postgresql € 42219 > § 4233

Viewin file [

Vulnerable dependency postgresql (Maven)
v42.1.0 vd2.3.3
o o
CVSS Details @ Aboutcvss
cvss2 7.5 High CVss3 9.8critical
Attack Vector Network
Attack Complexity Low Attack Vector _ Network
Authentication MNone AtFa_ck Complex_lty Low
Confidentiality anllfages Rei_qwred None
. Userinteraction MNone
Integrity
Availability Scope - Uf'\cha nged
Confidentiality High
Integrity High
Availability High

collab.lge.com/main/display/OSC/Debricked

Full fix details >

z
o
o
@A
-4
"
@

max) 100

Impact 59
Exploitability 3.9
Base Score 9.8
o
%v’q’v
6
o

1.5
CVss3 V552
Critical High

£ Open pull request

3 Get Started

511
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(@ About references

References

Path traversal in org.postgresql:postgresql - CVE-2022-26520 [/}
* GitHub Advisory Database * GitHub

Tomcat setup

Jdbc.postgresqlorg
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NVD - CVE-2022-26520 Ed] Arbitrary File Write Vulnerability - Advisory - pgjdbc/pgjdbec - [
GitHub
Github.com
PostgreSQL JDBC Changelog ] fix javadocs by davecramer - Pull Request #2454 - (]

pgjdbe/pgjdbc - GitHub

Github.com

Jdbc.postgresql.org

Show more
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Vulnerabilities view

. als = A 0|2
DE AZHE repositoryOilA EZAE vulnerability 3EE £ 4 S
Click here to expand...
debricked rree Vulnerabilities >
. egen e
oo jew
B Vulnerabilities
[ Repositories Latest scan 18 hours ago
& Dependencies Al
Li Q
jenses Q. Search by name or dependency
@ Open Source Select
Name Discovered
. . CVE-2021-32671 18 hours ago
@& Automations
@ Repository Settings CVE-2018-14721 18 hours ago
@ Admin tools CVE-2022-39382 18 hours ago
CVE-2022-31692 2022-11-23
Upgrade to premium
to get unlimited scans, CVE-2022-2421 18 hours ago
exportable reports and more
1000 scans left CVE-2022-41711 18 hours ago
——
CVE-2022-39322 18 hours ago
CVE-2022-37601 18 hours ago
CVE-2022-38352 18 hours ago
CVE-2022-33107 18 hours ago

CVE-2022-21829 18 hours ago

CVE-2022-29777 18 hours ago
CVE-2022-29776

18 hours ago

CVE-2022-21831 18 hours ago

VulnerabilityZt =El 2|XI7t LIt AUS. Vulnerability7t HZ4El T2 1t Vulnerabilityd =€l DependencyE 20i&

= EAR
£ D5 ZAISHX|2 CVSS37t M5 E|0{0F B
HHE 2 4 It o2 #x 322 H3Y
[ Generate report
=+ Invite users
Qe 15entries - ]

CVSS - Dependencies Review status

10 @ core (npm) &0 no @o
10 @ com.fasterxml.jackson.core:jackson-databind (Maven) F - 3] no @o
9.8 @ core (npm) # 0 no @o
9.8 @ org.springframework_security:spring-security-core (Maven) #o nHo @o
9.8 @ socket.io-parser (npm) - 3] nmo @o
9.8 @ core (npm) - 0] o @o
2.3 @ core (npm) # 0 nmo @o
25 @ loader-utils (npm) Fo0 no @o
2.3 @ framework (Composer) # 0 nmo @eo
2.8 @ framework (Composer) - 0] nmo @eo
98 @ core (npm) +2 &0 no @o
98 @ core (npm) +1 &# 0 no @o
9.8 @ core (npm) +1 &0 no @o
9.8 @ activestorage (RubyGems) F - 3] no @o

« Debricked0flM AFBE|= Security2t# AM| LIEE https://debricked.com/docs/security/security-about.html &z
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Dependency view

Indirect dependencyE =

85101 import &l 2= dependencyoi| Cf

Click here to expand...

debricked rrec

Overview

All
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ol

ERCEER

er

ojo

=+ Invite users

[H Repositories Q. search by name or license Expand all 15entries ~ @
) Vulnerabilities
Name =2 Total Vulnerability priority Review status Licenses Health Scores
vulnerabilities
@actions/core (npm) 0 109 of 109 L @ # 0 nHo @o
Licenses
v org.activiti:activiti-bpmn-model... 4 0of64 [ ] Qo F - 3] o @o Apache-2.0
@ Open Source Select
~  gruntassemble (npm) 84 0of48 @0 Qo # 0 nHo @co MIT
& Automations ~  npm2arch (npm) 172 00of37 @0 Qo H0 o @o MIT
& Repository Settings ~  @angular/core (npm) 1 340f34 s 05 - 3] o @o MIT
. Admin tools ~  grunt-contrib-imagemin (npm) 357 0of29 @0 Qo H 0 noeo @o MIT
~  grunt-critical (npm) 349 0of27 [ 0] Qo Fo 1o @o MIT
Upgrade to premium N
o0 get unlimited scans, arma (npm) 219 20f24 9o Qo E- 3 no @o MIT
exportable reports and more
~  grunt-google-cdn (npm) 124 0of24 [ 0] [ ] H 0 1o @o Debricked Unknown License
1000 scans left
L]
actionpack (RubyGems) 0 24 e Q=2 F0 no &o MIT
django (pip) 0 23 @2 Q5 H 0 1o @o Debricked Unknown License
~  grunt-contrib-nodeunit (npm) 389 0of23 @0 Qo -3 nHo @o MIT
~  npm (npm) 128 70f20 o0 ©: &0 nHo @o BSD-2-Clause, ISC O
~  grunt(npm) 102 30f19 Qo Q=2 F - 3] o @o MIT
~  tap (npm) 150 1of19 o0 ©! H 0 ne @o 1SC
< o 2 3 115
Vulnerability priority: dependency2| CVSS score 225 HO{E
Review status: vulnerable, unexamined, unaffected.
Licenses: dependency?| License
Popularity: dependency?| popularity score
* popularity scorei= JHZAtQt Ar2AF REO| S LEIAD, MZE 7hsdnt X&) JHeS 712
Click here to expand...
Popularity
[
0.25 0.25 0.25 0.25
Usage Developer Popularity Community Activity Ecosystem Buzz

Tatal Downloads

Recent Commits

u.u[

Total Discussion an
stackoverflow

Total Forks ]

Total watchers

Commits Trend

ﬂ.l?[

fJZ':[

Contributor Influence

012
—[ Recent Issues

|r:
—

Contributor Trend

J
Total Stargazers ]
)
]
)

Issues Trend

b

« Contributors: dependency?| contributor score

« contributor score= , Software0||

st
=S=

collab.lge.com/main/display/OSC/Debricked

Open SourceE ZH& I Z2HE 7|0{A

=
=

0.12

Recent Pull Reguests

ﬂ.lf‘[

Pull Requests Trend

Recent Closed Issues

&

Closed Issues Trend

HAtst 245t Zat

L1

Hasf

i
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Click here to expand...
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Contributors

L..-|

o

017

L|

@17

Contributor Exper en:e]

Contributor Efficiency ]

Contributor Diversity

Contributer Activity ]

Core Team Commitmen t]

Contributor Longevity ]

External P
Devek

23] Recent C

License view

]
) b
) b
1
)
)

Debricked2t integration £l repository2| ZE LicenseE E0{&

Click here to expand...

j— Licenses >

debricked

.
.
S Licenses
[ Repositories Latest scan 19 hours ago
@ Vulnerabilities
All

&, Dependencies

Q, search by license name or repesitory

Licenses

Name
@ OpenSource Select
0BSD
& Automations Apache-1.1
& Repository Settings Apache 2.0
A Admintools Artistic-2.0
BSD-2-Clause
Upgrade to premium
to get unlimited scans,
BSD-3-Clause
exportable reportsand more
1000 scans left CC-BY-3.0
L]
CC-BY-4.0
€Co-1.0
€DDL-1.0
€ODL-1.1

Debricked Unkno

EPL-1.0

EPL2.0

- License Risk

el @0

o0 @0

el @0

el e0

°1 @0

el e0

°1 @0

el e0

e1 @0

el e0

e1 @0

wn License 02 o0

e1 @0

el @0

)

e Contributors Recent Pull Requests ]

Developers per Commit Pull Request Trend J
pm——— Recerey o)

Closed lssues Tren: J

.0

0

.0

.0

.0

.0

.0

L 1]

.0

L 1]

.0

o0

.0

o0

.0

*0

.0

.0

.0

.0

.0

.0

.0

.0

.0

.0

®0

o1

.2

®0

.2

*2

®0

®0

®1

o1

®1

°0

®1

.0

e0

.0

00

.0

00

.0

00

.0

00

.0

.0

.0

.0

Affected repositories

scancode-toolkit

fosslight

scancode-toolkit

scancode-toolkit

scancode-toolkit

scancode-toolkit

scancode-toolkit

scancode-toolkit

scancode-toolkit

scancode-toolkit

scancode-toolkit

scancode-toolkit

scancode-toolkit

fosslight +1

o Risk- 218 +=Z0f| w2t MACZ 6Lt L (repository MHO|| w2t S5t License® Q=7 CHE)

o Affected repositories : License?} 2#74%! repository

« Dependencies : License2| ¥gt2

4= Dependency

o License family : License?} &8t type

Risk details

* License® ZtHAEl HxfZQl 7

x|
o M2 AH |jcense?} CHE License HLCH G

RED

A
T

A

Banned .

license
compliance
risk

not allowed
Unknown
license

A”E grtsh|
o]
9|

AH20| 5{0f &|X| 42
GPL-3.0 A2)

License =712 Q[dtst

Holl =& & AS

collab.lge.com/main/display/OSC/Debricked

License & ( Oif- ZFH0i|A

Dependencies

1
+2 351

2
+2 8
+2 131

1

2
+1 17
+1 3
+1 2
+1 6
+1 5

8

st
+ 2Hlo] oy Tt SIS Lierd

Developer Life

Layal Develogier Cammits

[ Generate report

15entries ~

License family

Permissive

Permissive

Permissive

Weak copyleft

Permissive

Permissive

Permissive

Permissive

Permissive

Weak copyleft

Weak copyleft

Unknown

Weak copyleft

Weak copyleft

©
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ORANGE Restricted  « Aest 2&840| Q= HEHEl License
license o ZEZIO|AA nE AL YN o= 2G| E
57| O1g7| w20l A X|Eg ¥2 & T2HE
EE= AEHEE 58E
YELLOW Approved  Source Code 3712 Z0| 45t HE20|AA &
license 4= 12 AFEH0| = &Q1E licenses 3/Mo=

AHE 7Hs8loF 5t04, Copyleft license ME=2|
license®t OFE7EX| 2 CHE licensedl| THE ZER}
Zgtst=d AMgtol S

GREEN  Approved o XZHH 9 1X|(permission notice)?t Z#E &
license 13 ARR0| A9l gl= SQIE licenseEZ

permissive license X|Z0|0 CHEE] license2t
ORRH7IX|2 2E HiZO|A X|=|0{oF &

Blue Non-0SS
Commercial
Proprietary
license

Integration

Cl/build systems

« Debrickedi= workflowOllA MHIAS 21| AFE = U= S CIRFsH =-20] TSt 048] 7HX| IntegrationS HIS&

o X|2I=|E= CI/build systems

Click here to expand...

Github Circleci BuildKite
Gitlab Bitbucket Azure devops

Argo Workflows Travis Jenkins

Bamboo Teamcity

CLI

e Commond Line Tool (CLI)& MIS&t

o AM| LIS https://debricked.com/docs/integrations/cli.html &1

collab.lge.com/main/display/OSC/Debricked
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Manual upload

* Repository &% w0t ofL|2t, MU HR T P2 =510 2AE = /UAS

Click here to expand...

debricked rree Repository Settings >

oo i
B3 overview

Repository Settings
Latest scan 2 days age

[B Repositories

it Vulnerabilities

Repositories Commits
&, Dependencies

Q. search by name or commit 15entries ~ {8}
@ Licenses

Name - Automations Usecase Integrations GitHub App scanning
@ Open Source Select
hyesung2/fosslight 4rules Non-distributed, network service GitHub ‘) [}

& Automations hyesung2/fosslight_scanner 4rules Distributed, electronics GitHub o) i

@ Repository Settings hyesung2/scancede-toolkit 4rules Unknown GitHub
A Admintools < ° >

Upgrade to premium
to get unlimited scans,

exportable reports and more

1000 scans left

Language support
Language

6o ¢

C# Go Java & Kotlin

JS [Obj-C1  Php

Python Ruby Rust

Linux package managers

collab.lge.com/main/display/OSC/Debricked 10/11
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Dependency level of support

Level of support
*Level of support:

1. Supports finding root dependencies only

Debricked - <SEL> OSCH! - Collaboration Center

2. Supports finding transitive/indirect dependencies

3. Supports finding all relations between dependencies (and visualizing as a dependency tree)

Language

C#

Java

JavaScript

Objective-C

PHP

Python

Ruby
Rust

Swift

Package Manager

NuGet

Paket

Bazel

Go Modules
Go Dep

Bazel

Gradle

Maven

Bower

npm

Yarn

Cocoapods

Composer

pip

Pipenv

RubyGems
Cargo

Cocoapods

collab.lge.com/main/display/OSC/Debricked

File Format

.csproj
package.lock.json

packages.config

paket.lock

WORKSPACE

go.mod

gopkg.lock

WORKSPACE

build.gradle

build.gradle.kts

pom. xml

bower . json

package.json

package-lock.json

package.json

yarn.lock

podfile.lock

composer.json

composer. lock

requirements. txt

Pipfile

Pipfile.lock

Gemfile.lock

Cargo.lock

podfile.lock

Level of Support*
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