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Types of SCA



Types of SCA Security VS License Compliance

CICICICICICICEIE license Compliance Risks

@ There are over 150M components of software in FossID’s
Knowledge Base today.
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These software components are released under 2000+
different open source licenses.
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@ Security Risks \

Only about IM components have known

@ vulnerabilities and exposures (CVEs) /
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Types of SCA Declared VS Undeclared OSS

Declared OSS

Direct and transitive dependency
analysis from package manifests
(e.g. package.json, pom.xmi, ...)

Application Example

-

Source code (unmanaged)

LHII' [T T

Package manifest -> dependencies (managed)

)

1

Undeclared OSS

License text files (LICENSE, COPYING,...)
Single unmanaged files (e.g. scripts)

Binaries (e.g. jar libraries, ...)

Snippets (e..g. copy pasted code
from StackOverflow)

(O FOSSID



Open Source is everywhere As is the need to properly manage it

97% 53%

81%

of codebases of codebases have of codebases have
leverage Free Open security vulnerability license compliance
Source Software Issues Issues

Source: 2022 Open Source Security & Risk Analysis Report (OSSRA) @ FOS s I D



FossID Key Strength — Detection Capabilities

With our tools, you should find more (compared to competition)

» Ability to identify more software
» Ability to identify in higher level of detail

« Ability to identify with less false positives

(O FOSSID
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Workbench Platform

One interface to manage all 3" party sw:
« Review scan results:
« See OSS component, file & snippet matches
« Review license and copyright information
* Generate reports
« SBOM (SPDX),
« Notice files, etc..
» Policy management
« Implement and enforce company wide or
project based OSS policies
. Approve/reject OSS based on policies
» Follow up through JIRA
« Catalog all 39 party software used in your
products

« Create customized user roles based on privileges

{OFOSSID Workbench

Uncover license compliance i
Scan your projects to get started
Scan a repository Add a project Command Line Interface
icense declarations even inside source code =  Group scans together nstall our CLI to scan repositories directly from your
Collect al g ment L g e

Add a project Full documentation for Snyk Werkbench €L

LOFOSSI Workbench

Q ses
B angular1.2.32 project / folder / file.java Companent 1
0 bootstrap- 330
BjQuery3ry comMPONENT | Component
Jquery-3.1.1)s
- 8 openfastpath @ Add a component Companent 3 345 Agache-2.0 2022-05-05
configu
.-—.- include | ey W 0w mss . WG
Makefile.am
B0 scripts @ Add a license
» B SrC
W ToDo
BB prop_f ippets CoREReH
@ Add a copyright
file.java e other_file.java (e
s 1 I —
2 2022 Snyk Ltd Updates APIStatus Vulnerability DB Blog Documentation
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Knowledge Base OSS Intelligence

Comprehensive Open-Source Software (OSS) coverage

FossID products and services are powered by FossID’s industry-leading OSS intelligence database.

¢

>

Best Coverage

Maintained by a dedicated research
team, it covers over 150M OSS
components coming from 60+ public
sources and user contribution sites

such as GitHub and StackOverflow.

@

Maximum Accuracy

FossID’s scanning technology detects
from whole OSS components and
binaries to small snippets of code (as

little as 6 lines of code).

Highest Confidentiality

FossID never accesses or transfers your

source code, scans cryptographic
hashes instead. Alternatively, FossID
allows for fully on-prem air-gapped

deployments.

O FOSSID



Knowledge Base Detection Capabillities

Quickly identify Detect full files in your Identify smaller open
folders, libraries, code base even if they source footprints like
archives or binaries are modified copy pasted code

O FOSSID



Types of SCA Source-available licenses

g GPL3.0 |
gGPL 2.0 | g -

g LGPL3.0 |
g BSD |
g LGPL 2.0 |

Bl vsia
MPL 2.0 ] Apache 2.0 ]
P [ CEN

COPYLEFT PERMISSIVE SOURCE-AVAILABLE PROPRIETARY

B

(O FOSSID



Automation Package

Integrate FossID Workbench in your SDLC:

« Command Line Interface

* API

BareMetal scanning functionality
Linux, Windows and Mac OS
Can be used as stand alone

(independently from Workbench)

Access all Workbench functionality
Upload target code, trigger scans,

generate reports, etc...

MacBook-Pro-6:CLI fossi$ fossid-cli --config fossid.cfg EXAMPLE PROJECT WebApp/prop files with snippets/sa
mple copy.c --pretty --fields minimal

{

"component":
"artifact":
"author":
"license":

"url":

"version":

}

"component":
"artifact":
"author":
"license":

"url":

"version":

},
"local_path": "EXAMPLE_PROJECT_WebApp/prop_files_with_snippets/sample_copy.c"

"kernel",
"lTinux",

"GPL-2.0-only",
"https://www.kernel.org/pub/linux/kernel/v3.x/1linux-3.8.6.tar.gz",
"3.8.6"

"local_path": "EXAMPLE_PROJECT_WebApp/prop_files_with_snippets/sample_copy.c"

"kernel",
"kernel",

"GPL-2.0-only",
"https://cdn.kernel.org/pub/linux/kernel/v3.x/1linux-3.8.6.tar.bz2",
"3.8.6"

inode = mqueue_get _inode(sb, ns, S_IFDIR | S_ISVTX | S_IRWXUGO,
if (IS_ERR(inode))
return PTR_ERR(inode);

sb->s_root = d_make_root(inode);
if (!sb->s_root)

return -ENOMEM;
return 0;

==>static struct dentry *mqueue_mount(struct file_system_type *fs_type,

—

int flags, const char *dev_name,
void *data)

if (!(flags & MS_KERNMOUNT)) {
struct ipc_namespace *ns = current->nsproxy->ipc_ns;

NULL) ;

/* Don't allow mounting unless the caller has CAP_SYS_ADMIN

* over the ipc namespace.

*/

if (!ns_capable(ns->user_ns, CAP_SYS_ADMIN))
return ERR_PTR(-EPERM);

data = ns;

}

return mount_ns(fs_type, flags, data, mqueue_fill_super);

static void init_once(void *foo0)

{

struct mqueue_inode_info *p = (struct mqueue_inode_info *) foo;

(O FOSSID



VulnSnippet Finder Package

Snippet detection for vulnerable OSS snippets

FossID’s Knowledge Base snippet detection capabilities have been extended to include special

detection of vulnerable OSS snippets.

@ Extensive Coverage

Over 200k vulnerable snippets curated by experts.

@ Risks In Undeclared OSS

Knowing the exact lines of code that introduce vulnerabilities is crucial when

dealing with undeclared OSS.

&2 Designed for automation

Only trigger build fails for vulnerabilities you know you have in your source code.

O FOSSID



VulnSnippet Finder Package

Most security scanners

List of CVEs of OpenSSL 1.0.1

CVE-2014-3508
CVE-2014-3507
CVE-2014-3506
CVE-2014-3505
CVE-2014-3470
CVE-2014-0224
CVE-2014-022]
CVE-2014-0195
CVE-2014-0198
CVE-2010-5298
CVE-2013-0166

OpenSSL 1.0.1

Source code

11}
S|

Most security scanners assume OSS vulnerabilities based on component/version

while VulnSnippet Finder searches for the exact lines of code/snippets.

VulnSnippet Finder

CVE-2013-0166

CVE-2014-0160
CVE-2013-6465

CVE-2013-4353

(O FOSSID



DEPLOYMENT OPTIONS



Deployment Options Hybrid & On-prem

Hybrid Deployment

- Knowledge Base in the cloud

Base.

« Continuous updates

| Customer network premises

OFOSSID Cloud |

FOSSID Knowledge Base

FOSSID WebApp n
server ® server
- No source code is ever transmitted g
Only digital signatures of source code are B
used to query the FOSSID Knowledge ) ’
O N— p rem De p | Oym ent | Customer network premises
- Knowledge Base locally deployed Users FOSSID WebApp i
Knowledge Base server g
Q

« No external network traffic involved

Performing scans does not involve any
network traffic outside your network premises.

- Monthly and weekly updates

A
X

Q)
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ARCHITECTURE



FossID Technology Architectural View

CLl RPC API Workbench
Bare-metal scan from a API calls that expose all Scan and use all features
Windows or Linuxterminal  workbench functionality. from your browser

(no Workbench needed).

Always at
customer

premises Workbench BE

Command Line Interface

Scan Engine
Depends on

deployment
On-prem/Hybrid

KNOWLEDGE BASE

Projects, Scans, Users,
ldentifications,...

Open source database:
projects/files/snippets
security vulnerabilities,...

(O FOSSID
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snyk

Develop fast.
Stay secure.




e snyk

Developer Security Platform

Snyk
Cloud

Shyk
Y G

Snyk Snyk Snyk .
Code '@ Open Source ‘." Container '.';
- Developer Experience

Snyk
Application intelligence

Snyk Learn
Security Education

Empowerment Extensibility

- __ Snyk Intel
ﬂ' Security intelligence

Governance




More development,
faster

—— (& /5

Need developers who
understand and love to create
secure applications

Development Has Changed

Software supply chain
more complex

7

B

Require guidance and visibility
iInto the entire software supply
chain

The cloud is part of the
code

—
)

[ App code ]

[ Dependencies

r D

Need to understand full scope
of apps from code to cloud,
and back to code




A Modern Approach to Security is Required

Traditional App Sec

Testing after development Continuous Testing

Code and Infrastructure
Secured Independently

Holistic Cloud Native
Application Context

E®
Fix Based D‘
o

snyk



Snyk empowers secure developers

All your Throughout In their natural
developers their code workflow

dApp (@ m  Code
evs
J ), r. Open Source
Y Dependencies
: y 9§

Store code Develop features PR code Automated Store Deploy &
' & fixes review build & test artifacts Run
() () ()

—/ —/ —/

® Containers
Platform o G

devs (KR

Feedback
& improve

“_ Infrastructure
m: ads Code

{ N\ Security Education ]




E

Open Source
Dependencies

GO" Ccontainers

Snyk Provides Visibility and Developer Guidance In Your Software Supply Chain

Security policies to automate security at scale

o

Choose safe
packages and
containers

/

, N
Identify and

track all

dependencies
\_ /

-

o

FiX
vulnerabilities

~

J

-

o

Govern
releases

J

-

o

Test
continuously

~

J




Snyk empowers secure cloud developers

App Platform
devs devs

+ o Unified Ecﬂicz from code to cloud
(%

r Open Source

2 Dependencies e e
SCM Develop Review Test Deploy
G’; Containers O

“_ Infrastructure
m: Qs Code @

\4 Feedback
< < O

Feedback and prioritization from cloud back to code




Snyk 274 | 7HL

SnykZ DevSecOps 2tE0(|A /e = MA XA Bl0] XSHO= @EAAL HOMFAH A 2f0|HA O|FF AE,
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Automated Remediation
Solving the compilex fix logic

Single-click fix pull request

) ejs-locals@1.1.0

: < 11 OPEN FIX PR
- Fix \
ISSUES WITH A FIX
VUIr]erable J | AN UPGRADE OR PATCH IS AVAILABLE TO FIX THESE ISSIES
package

- Fix > <

S Vulnerable
negotiator(@o.4.
IEI 4.3 package

OPEN FIX REQUEST

snyk



Be license compliant
as early as coding

O Some checks were not successful Hide all checks
Stq rt eq rly 1 failing and 3 successful checks
Verlfy Compllance at every Stage Of development b4 m license/snyk - package.json (ariel) — 2 new license policy violations Details

v m license/snyk - composer.lock (ariel) — No manifest changes detected

Scan

Get visibility to all the licenses that are being used.

v m security/snyk - composer.lock (ariel) — No manifest changes detected

v m security/snyk - package.json (ariel) — No new issues Details

COm p Iy ° This branch has no conflicts with the base branch

Merging can be performed automatically.

Define policies and take automatic actions to verify
compliance.

Merge pull request ~  You can also open this in GitHub Desktop or view command line instructions.

Gating non-compliant Legal team actionable

Copyright info BOM report packages instructions




Automated Remediation
FiIx MORE I1ssues, QUICKER

Issues over time Exposure window
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Less issues over time Shorter issue exposure time




Code OpenSource Container laC

Snyk A | AF® TEAA

Snyk= IP‘*_J.\_Qf ASE Snyk HIUIE Soff {HA/E2MES 22|51 HA[ZIC 2 FUME Xo|ol] Atz +Mot= ZtHo!
T2 NAE HESSfL| Lt

J

Snyk A2 T2 M|A

GitHub, GitLab, BitBucket CHA|EEOAM HEA/EZHE =7I=l D2 M E 9] Pull Request A4A510{ F[2FH
Cloud, Azure Repos S 91  MEHGIH Snyk T2 HE MM HOMFFH™ /20| MA FUH X3]  KF +7

= CLIAE 71s)

® S w4+ Git ALKIEIE Snyke.2 B F71510] 22
public

GitHub Dljfjk;r Kubernetes GCR CLI ﬁ:;;b Other o O-I:;E_I;'"OI*:|EI- o”}'" |aC ESI‘O:I J_I-'-_l'E_I

. . . o oA OjU=2 HAESHHL M Haip=
GitHub, GitLab, Bitbucket, e : Eagﬂ 1 & — AL CLIGIN 83015
Azure Repos & £ AATE e E AtEsl0 HIAE 715
22| E (SCM)QH] HIES e« > 4 © © & v ) = eon
5ol X102 Hoss sa i 00 me o - o_ - ZE3Snyk APIE #2510 TRHE JNQ7| XS
oLieg + stecic eieirissazTes: =




Snyk
Snyk CHA|EEO|AM=

& oig Hots flot £X
oig ZHHT

LIS A] SE

MRl SRS =X, Ol4
ZEHEZ A5 XX

2715 | HAEE

SR} BI2|5HD Qs B2 NE

0SBC Sales Dem Dast
Pending task
& 0 les-demo
b les/robot-shop
& 0 les-demo
osb les/robot-shop
mu:usu les-demo
osb les/snyk-goof

m osbc-sales-demo
osbc-sales/

/snyk-goof

m osbc-sales-demo
osbc- /

sales/snyk-goof

osbc-sales-demo
osbc-sales/snyk-goof

osbc-sales-demo
-
osbc-sales/robot-shop

Vulnerable projects

4, 0sbc-sales-demo
"
osbc-sales/snyk-goof:Dockerfile

osbc-sales-demo
osbc-sales/robot-shop:web/Dockerfile

OZHE I3

E—f* 0| I EI-IIEO1|A-| 2+O|E|

58502 | Its

28 =020 >=0

B’ :«0:‘ Nl

58 n 231 u 250 n 561 updated 8 hours ago

19 n 32 u 29 n 128 updated 5 hours ago

v PR #7

ulnerabilities

ulnerabilities

Add project

Current security issues

CRITICAL SEVERITY
HIGH SEVERITY
EEEEEEEEEEEEEEEEEE

LOW SEVERITY

HIGH SEVERITY
EEEEEEEEEEEEEEEEEE

LOW SEVERITY

OFFIOFY U 20 4A 0[5

Code OpenSource

Container

N
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Code OpenSource Container laC

Snyk 2 7|5 | Z=HE 9ig o]

Snykl| = ME oigt td| o HUN 2 T2 HMEH Target & A& 9= 717t EAIE LY,
MNEA= 4 Z=HEQN| SZot Ol 22, =8, MF 85 =2l 52 4

Add project

be-sales snyk-goof o [ o] 2] s [ v ®
@ 7 0 o

s [l [ =0= 0 Q

A+=0=0:0 o

pe-salos/robot-sh o Il =0 00 2+ - @ )
'l ~ 0 e

Doch @ 00«0 o
o o

| @ < @0« o
- LY v el v R o

MR L &

O:0 o

O:m iy

N f§-ﬁ-0ll et ZZHE 00|12, £4] At &8 B




Snyk &2 7|5 | Z2HE ME
= k=3

SnykS| I2HME 313} 22| SHOIN 2t T2HEY Target L YT 340| 4RI}t HA|EILICH
MEXH= 2t TRHEN| M50 0l 2101, £, M5 ME 5101 S| M5 SXtS 285t

Dashboard Reports Projects Integrations Members

D2ME JHQ Q sokaoar® e
m DaCkagEjSDnE Overview History Settings

Created Mon 10th Jan 2022 | Snapshot taken by snyk.io an hour ago | Retest now

MPORTED BY PROJECT OWMER ENVIROMNMENT BUSIMNESS CRITICALITY

@® JunsuLee (¥) Add a project owner (¥) Add a value () Add a value

LIFECYCLE STAGE

() Add a value
\_ J
OlA 22 . — = N OQIOAA [JHEA| 22
ssues | 9 KEes ependencies 7
LI o i Depend - L ==
AT Q, Search. 1Y Fix these vulnerabilities
v SEVERITY a0 of 91 Izsues Sort by highest priority core s
Critica 3
- lininitiali - Il SCORE
High 43 m npmcnnf Uninitialized Memory Exposure 756
VULMERABILITY | CWE-201% | Cyss7.4© m NPM:NPMCONF:20180512 ©
Medium 39
Low 7
ntroduced through npmconf@e.0.24 Exploit maturity m
v PRIORITY SCORE Flxed In npmconf@2.1.3
Scored between 0- 1000 Show mare detall ~

I._____. L
w FIXABILITY = Ignore 11 Fix this vulnerability




| i
Snyk =2 7|5 | Z2HE MY - Dependencies ZA1}3}H

Dependencies Z1t StHUA LEAA AE LHWH(ZFEZHEH, HAH L 20[MA) MHE Stolgh &~ JUSLICEH
ILAOO|C] CHH| Z| A0 L HELF SAIY HEE FIIE &0l 7HsEILIL

Members

Dashboard Reports Projects

Integrations

() snyk-goof @ | master

[1] package.json®

Overview History Settings

Created Mon 10th Jan 2022 | Snapshot taken by recurring test 14 hours ago | Retest now

IMFORTED BY PROJECT OWNER TESTED WITH ENVIRONMENT
o Junsu Lee @ Add a project owner package-lock json,package json @ Add a value
BUSINESS CRITICALITY LIFECYCLE STAGE TAGS
(¥ Add a value (¥ Add a value (B Add a key/value...
Issues | 93 Fixes Dependencies | 700
O|* = Ef0|*'|* yag=I
Y Q, Search.. ! I; 11 — : © E E=

O AA
|_—I—— ----------------------- DEPENDENCY = LATEST LAST PUBLISHED = ISSUES = LICENSES COPYRIGHTS PATHS =

;E-I E Lll_l E Do:l / H-l Il_-l abbrev@1.0.7 1.1.1 Sep 28,2017 0 0 0 A ISC license @ lsaac Z. Schiugte..  freereeeeeee PO X-l x—|I-?_:I Xl- %;I E
abbrev(@1.1.1 1.1.1 Sep 28,2017 0 0 0 A ISC license ® Isaac Z. Schluete... 2
accepts@1.1.4 1.3.7 Apr 30,2079 0 0 0 B MIT license ® 2014 Jonathan Ong... 1
accepts@1.2.13 1.3.7 Apr 30,2079 0 0 0 B MIT license ® 2014 Jonathan Ong... 1
acorn(@5.7.1 8.7.0 18 days ago 0 1 n 0 B MIT license © 2012-2018 by vari.. 1
adm-zip@0.4.11 059 3 months ago 0 1 n 0 B MIT license © 1999 Masanao lzum... 1




OpenSource

Snyk £2 7|5 | ZEHE ME - Pull Request
Snyk Open Source?| Auto Fix 7|2 0|&3dl F st HEO| @F

o npm7-goof @ O Search or jump to... Pull requests Issues Marketplace Explore

m paCkageJSOﬂ & Overview History Settings

7-goof
joof

forked from adm

n -
0 p e n a F Ix P R Code Pull requests 25 Actions Projects Wiki Security Insights Settings

Created Thu 3rd Jun 2021 = Snapshot taken by recurring test 21 hours age = Retest now

IMPORTED BY PROJECT OWNER TESTED WITH ENVIRONMENT
o () Add a project owner package-lock json package.json (P Add a value
[Snyk] Security upgrade adm-2|p from 0.4.7 t0 0.4.11

BUSINESS CRITICALITY LIFECYCLE STAGE TAGS

() Add a value (P Add a value (@ Add a key/value... 1 Open s fix-f2058ceb51dded65491 9079443

/npm7-goof:package.json
L) Conversation 0
Issues | 77 Fixes Dependencies | 536

Back to project o

Y Q, search I‘L Fix these vulnerabilities Snyk has created this PR to fix one or more vulnerable packages in the 'npm’ dependencies of this
Issues with a fix

v ISSUE TYPE 77 of 77 issues Sort by highest priority score v merge advice | REVIEW reco ended
Vulnerabilities 76 d . | f' h i h included in this PR
. ' anges included in this
License issues 1 adm-zip - Arbitrary File Write via Archive Extraction (Zip Slip) SCORE :ﬁ.n Upg rade 1s aval Ell:lle t{] 1% t ese |ssues:
VULNERABIL £ CVE-20181002204 ©  CVSS 9.4 ° NP ADM-ZIP-20180415 899 = Changes to the following files to upgrade the vulnerable dependencies to a fixed version:
VULNERABILITY CWE-29 & \ 27204 © VSS 9.4 @ [N M:AD M 201 59

o package.json
~ SEVERITY

Critical : Introduced through adm-zip@0.4.7 Exploit maturity |:| n e DirE:tury Traversal i n adm-Zi p

High 35 Fixed in adm-zip@0.4.11

o package-lock.json
Vulnerabilities that will be fixed

With an upgrade:
Medium 34 Show more detail ~ Pg

Low 5
& Ignore 1% Fix this vulnerabi
5://github.comfowenmoarrilljnpm7-goof/tree/master

Breaking Exploit
Change Maturity

n & Arbitrary File Write via Archive Extraction (Zip Slip) in adm-zip

Severity Priority Score (%) Issue

— [ - . . -— BB e " " i . " Bis 8991000 Arbitrary File Write via Archive
c Why? Mature exploit, Has a fix Extraction [LID SHpJ No Mature
available, CVSS 9.4 npm:adm-zip:20180415 Subscribe

OlfF SE0|M Fix HE S= Fix PR(Pull Request) 24 Approve & I\/Iergeﬁrm Hi

e o e e e e e e e e




Code OpenSource

Snyk IDE 2|91 | Snyk for Visual Studio Code Gf|A|

SNYK

~ OPEN SOURCE SECURITY

Snyk found 86 vulnerabilities
Analysis took 6.19s, finished at 03:28 PM, 10/12/21

~ [ package-lock.json goof - 86 vulnerabilities

adm-zip@0.4.7 - Arbitrary File Write via Archiv...

handlebars@4.0.14 - Prototype Pollution
kerberos@0.0.24 - DLL Injection
lodash@4.17.4 - Prototype Pollution
adm-zip@0.4.7 - Directory Traversal
ajv@6.10.2 - Prototype Pollution

@ ansi-regex@3.0.0 - Regular Expression Denial o...

bl@2.2.0 - Remote Memory Exposure

~ CODE SECURITY
Snyk found 21 vulnerabilities
Analysis took 2.96s, finished at 03:28 PM, 10/12/21

~ [H index.js routes - 11 vulnerabilities

H
H
H
M
M
M
M
M

~ CODE QUALITY
Snyk found 4 issues
Analysis took 2.96s, finished at 03:28 PM, 10/12/21
> M index.js routes - 3 issues

> | utils.js goof - 1issue

~ HELP & FEEDBACK
= Help Snyk to make a better extension
Send us feedback or report a bug
~ Top 3 FAQ
(9 1. How to get the most out of Snyk’s extension?
~ [ 2. How to ignore files and directories?
[3. Add default .dcignore file to your workspace

[3 Add a custom .dcignore file to your workspace

PP master <& ®5A17GO 3

OSBC

Unsanitized input from the HTTP request body ...
Unsanitized input from the HTTP request body ...
Unsanitized input from the HTTP request body ...
This endpoint handler performs a file system o...
This endpoint handler performs a file system o...
This endpoint handler performs a file system o...
This endpoint handler performs a file system o...

This endpoint handler nerforms a file svstem o...

JS index.js

routes > JS index.js > @ create > & create

4 VIl LlidcCi - v ) L

time = t.slice(reminder + remindToken.length);
time = time. replace( $/, '");

period = hms(time);

console. log('period: ' + period);

= t.slice(@, reminder);
i period != 'undefined') {
t += ' [' + ms(period) + ']1°';

}

return t;

exports.create = (req, res, next) {

(PN

(N

® _exec('identify ' + url, function (err, stdout, stderr) {

console. log(err);
b Lf _Cerr 1== null) {
e
});

Y.else {
item = parse(item);

Todo ({
content: item,
updated_at: Date.now(),
if (err) return next(err);

res.setHeader('Location', '/');
res.status(302).send(todo.content.toString('base64'));

D T e e T PP P

[N

= Snyk Code Vulnerability X 1N

Unsanitized input from the HTTP request body [:155] flows [:155, :155,

H 157, :157, :158, :158, :158, :158, :159, :161, :161] into
child_process.exec [:161], where it is used to build a shell command. This
may result in a Command Injection vulnerability.

This vulnerability happens on line 161 More info
Security Maintenance Synclet Spawn Command

This vulnerability was fixed by 54 projects. Here are 3 example fixes.

chaitin/passionfruit < Example 1/3 »

})
.post('/spawn', async ctx => {
let pid = await state.device.spawn([ctx.request.body.bundle])
let { device, bundle } = ctx.request.body
let dev = await FridaUtil.getDevice(ctx.params.device)
let pid = await dev.spawn([ctx.request.body.bundle])
// todo: attach
ctx.body = { status: 'ok'}

Support multiple synclets for a provider.
Handle errors in spawn
Refactoring log command.

Do you want to hide this suggestion from the results?

Snyk Vulnerability Scanner &' [\

snyk



Snyk 27} X[&H 7|5 | Snyk Vulnerability DB
Snyk Vulnerability DB= 7+ ZEX0|41, HeiolH A|7|H2%t §E S Misols LELL FAE 82 DBRILL

snyk ‘Iu"umgrgbi”t\’.‘ DB  Developer Todls~  About Snyk

Snyk Vulnerabdlty Database » Maven « org.springframework spring-beans Q, Search by package name or CVE
5 y package e or CVE

Remote Code Execution

Affecting org_springframewaork:spring-beans package, versions [,5.2.20) [5.3.0, 5.3.18)
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» As such while we recommend users prioritise first remediating against the configuration described above, for full Do your applications use this vulnerable package? I_I E I_l | =1
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averview Confidentiality

org.springframework:spring-beans IS a package that Is the basis for Spring Framework's 1oC comalner. The BeanFactorny

- Integrity
nterface provides an advanced configuration mechanism capable of managing any type of object. =

Affected verslons of this package are vulnerable to Remote Code Executlon via manipulation of Classiecader that s
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Avallabllity
achilevable with a POST HTTP reguest. This could allow an attacker to execute & webshell on a victim's application
(TomCat). or download arbitrary files from the server (Payara/Glassfish).

See more

protection we also recommend upgrading all vulnerable versions to the fixed spring-beans version regardless of the
application configuration. In a few clicks we can analyze your entire application and see
what compenents are vulnerable In your application, and
suggest you quick fixes.
Update Log

»  31/03/2022 - Severity was rels=d from 8.1 10 9.8 Test your applications

s 08,/04/2022 - pdvizory was updated to reflect that Snyk's securlty rezearch team was able to author a working PoC of
this vulnerability against applications that are deployed on Payara (which 1s based on Glassfish).
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nteractive lesson.
docker run -p rm --interactive --tty --name vml tomcat - fovnw install ! — _'I' _'
docker cp target,/handling-form-submission-complete.war val: ‘usr/local /tomcat ‘webapps PO‘ — E—L— I-I O I I-I E I —re
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http: / /localhost handling- form-submission- complete/greeting curl
http: //localhost handling-Form-submission- complete ree.jsp Dizclosed 31 Mar 2022
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